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OOBPEHO

npenMeTHoM (rukinoBoit) komuccuend YI'C
11.00.00. DnexkTpoHuka, paAMOTeXHUKA U
CUCTEMBI CBSI3H

[Iporokon Ne 10 ot 15 uronst 2022 .
[Ipencenarens [I(L)K

TToamuce

3.H. Mup3aes

Pabouas nmporpamma monynst  [IM.03 «OOecneuenne MH(OpMAMOHHON 0€30M1aCHOCTH
TEJIEKOMMYHUKALlMOHHBIX ~ CHUCTEM U  HMH()OPMALIMOHHO-KOMMYHHUKAllMOHHBIX  CET€H  CBSI3U
pa3paboTaHa Ha OCHOBE:

®DenepanbHOTO TOCYIAPCTBEHHOTO 00pa30BaTEIBHOIO CTAaHAAPTA CPEAHEro Mpo(ecCHOHaTBHOTO
obpazoBanust mno crneuuanbHoctd 11.02.15 «MH(POKOMMYHUKALIMOHHBIE CETH U CHUCTEMBI CBS3M»
(0a30BOIl MOATrOTOBKHM), BXOASIIEH B COCTaB YKPYNHEHHOH rpymmbl crneuuainbHocTedt 11.00.00
OJNEeKTpPOHMKA, PAJUOTEXHUKA UM CHCTEMBbl CBSI3M, YTBEPXKICHHOIO IpHKa3oM MuHucTepcTBa
OOpa3oBanusa u Hayku Poccuiickoit @enepanuu ot 9 nexadbpst 2016 r. Ne 1584, (3apeructpupoBan
MUHHCTEPCTBOM FOCTHINHU 26 nexabps 2016 r., peructpanuonnbiii Ne 44945);

C Y4EeTOM:

Mertoanyeckux pekoMeHaaluii o pazpaborke pabouyux mporpamm NpoQeccuoHanbHbIX MOAYJIEH
B IIpelneniax OCBOCHHUSI OCHOBHOW Npo(ecCHOHANBbHON 00pa3oBaTeIbHON MPOTrpaMMbl CPEIHETO
npodeccuonanbHoro  obpazoBanuss  (IIMIKPC  wu  IIIICC3), pa3pabotanHbix  OTaenom
npodeccuoHaIbHOTO 00pa3oBaHusi MuHucTepcTBa o0pazoBanus U Hayku PecnyOnuku Jlarectan

B COOTBETCTBUHM C pabouumM y4eOHBIM IUTaHOM 0Opa3oBaTenbHOM opranuzanuu Ha 2022/2023
y4eOHBIN TOT

Pa3zpaboruuku:

MaromenanueBa X.b.  mpemonaBaTens AMCHUIUIMH TnpodeccuonansHoro nukiaa ['BIIOY  PJI
«Texnnueckuit koyemx nmenn P.H Amrypanuesay

barayrnunoBa 3.M., mnpenonaBarenb AMCHMIUIMH —HpodeccuoHanbHoro mukia ['BIIOY  PJ]
«Texunueckuit komnemx um.P.H. AirypanueBa»

Penensentsr / skcneptel: AOmynaeB Maromen AOmynaeBuu, reHepaibHbIN gupexktop OO0
«Kacnuii Tenexom».



PELNEH3USA
Ha pado4ylo mporpamMmy

npopeccuonasbHoro moayas IIM.03. ObGecnieuenue MHPOPMAUMOHHOH 0€30MACHOCTH
TeJIEKOMMYHHKAIMOHHBIX CHCTEM U HH(OPMAIMOHHO-KOMMYHUKALMOHHBIX ceTeil CBA3U

Ha penensuto mpencraBieHa pabodas mnporpamMma  yueOHoW — mpaktuku — YII03
npodpeccuonanbHoro  moxyias  IIM.03.  Obecneuenne  uHpOpPMAMOHHOW  0GE30MACHOCTH
TEJIEKOMMYHUKALIMOHHBIX ~ CHCTEM M  HH(QOPMAIMOHHO-KOMMYHUKALIMOHHBIX  CETEH  CBS3H,
pa3pabOTYMKOM KOTOPOW SBISETCS NPENoJaBaTeib CHEUJUCHUIUIMH MPO(ECCHOHAIBHOTO IIMKIIA
I'BIIOY «Texunueckuit kosnemx uM.P.H. Amypanuesa» Maromenanuena X.b.

Pabouas nporpamma yueOHON mnpaktuku YII03 mpodeccuonanbnoro momyns  [1IM.O3.
«O0Gecneuenne  MHGOPMALMOHHOW  OE30MACHOCTH  TEIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM  H
nH(POPMAIIMOHHO-KOMMYHUKALIMOHHBIX CeTel CBA3M»  pa3paboraHa Ha ocHoBe TpeboBanuit ®I'OC
CIIO 1o cnemuanpHocTH 11.02.15 «MH)OKOMMYHHMKAITMOHHBIE CETH W CHCTEMBI CBSI3U» B
COOTBETCTBHUH C pabodnM y4eOHBIM TUTaHOM 00pa3oBaTeNbHOM opranu3anuu Ha 2022/2023 yqaeOHbIi
roj, ¢ Y4eToM Metoauueckux pekoMeHJaluil 1o pa3paboTke paboueld HpOrpaMMmsl
npoecCHOHATLHOTO MOMAYJSI MPH pealli3allid OCHOBHOUM MpodeccnoHalbHOM 00pa3oBaTeIbHOM
nporpammbl  cpeaHero npodeccuonanbHoro obpazoanus (IIIIKPC U TIICC3) pazpaboTaHHBIX
Otnenom mpodeccronanbHOro obpasoBanusi MuHHCTEpCTBa 00pa3oBaHMs M HAyKH PecmyOmmku
JarecraH.

Pabouass mporpammbl ydeOHoU mpakTHku YII03 mpodeccuonanbroro momxyns [IMO3 «
[IpoBeneHne AMArHOCTUKM M PEMOHTA PA3IUYHBIX BUIOB PATUOIJICKTPOHHOM TEXHUKW» BKIIIOYACT:
TUTYJBHBIN JIUCT, conepkanue, pasaen 1 «Ilacnopr paboueil mporpaMMbl y4eOHON TUCLUIUIMHBDY,
paznen 2«Pe3ynbTaThl 0CBOGHUS MPOPECCUOHANTBHOTO MOAYISI», pazaen 3 « CTpyKTypa u coliep:KaHue
y49eOHOW MUCIUIUTMHEBD, pa3aen 4 «YCJIOBUs pean3aluy Y4eOHOW MUCHUIUTHHBD), pa3aen S
«KoHTpomb 1 O1IeHKa Pe3yIbTaTOB OCBOCHUS IMCIUILUIMHEI), Bee pa3iesnsl mporpaMmbl peCTaBICHbI
Y BBITIOJIHEHBI B COOTBETCTBUHU C PEKOMEHIOBAaHHOU (POPMOHA.

B macnopte mporpamMmbl yKa3bIBalOTCSl 00JIaCTh IPUMEHEHHUS TPOTPaMMBbI, MECTO TUCIIMILIIHBI
B CTPYKTYp€ MPOrpaMMbl MOATOTOBKH CIIEIUATINCTOB CpEeIHET0 3BeHa, Llenu u 3a1aun JUCIUILTUHBL —
TpeOOBaHUS K pe3ysbTaTaM OCBOCHHS JUCUUIUIMHBI, KOJIMYECTBO YaCOB HA OCBOCHHE MPOTPaMMBbI
JTUCIUTIAHBL.

B TemaTnueckoM IulaHe HpOrpaMMbl AUCHMIUIMHBI COIEPXKUTCS IOYACOBOE pacIpesieieHHe
BUJIOB Y4eOHOI pabOThl CTYJEHTOB, 00ECIIEUNBAETCS JIOTHYECKas MTOCIEI0BATEIbHOCTh U YETKOCTh B
HaMMEHOBaHMUHM pa3/enoB U TeM. CoaepkaHue TEOPETUYECKOr0 MaTepralla, IPakKTUYECKUX 3aHITUN U
CaMOCTOSITENIbHONH paboThl CTYJAEHTOB COOTBETCTBYIOT LIENISIM U 3a/ladyaM OCBOEHUS JUCLHUIUIMHBI,
YPOBHH OCBOEHHUS 0003HAYAIOTCS TUAAKTUUYECKH 11€J1eCO00pa3Ho.

[lepeunciennoe obGopyaoBaHUE J1abOpaTOpuu U paboyux MecT JabopaTOpUM, B TOM 4YHCIE
MEPCOHANbHBIE KOMIIBIOTEPHl € HEOOXOAMMBIM KOMIUIEKTOM JIMIEH3MOHHOIO IPOrpaMMHOIO
o0ecrieyeHns, TEXHUUECKUE CpPesICTBa, 00ecreueHus], eYaTHble JIEKTPOHHbIE M3/1aHUSI OCHOBHOM U
JIOTIOJTHUTEIBHON JINTEPATyphbl, OOECHEUNBAIOT MaTepUaIbHO-TEXHUUECKHE M HH(OPMaLMOHHbIE
YCIIOBUS pean3aliu MporpaMMbl JUCIUILTAHBL.

B kauecTBe pexkoMeHAAlUMH COCTAaBUTENIO padbodyeil mporpaMMbl Y4eOHOM JUCIMILIMHBI
IIPeJUIaraeTcsi €XKeroJHo KOPPEKTHUPOBATh COJEPKaHHs TEOPETHUECKUX U MPAKTHUYECKUX 3aHATHH C
YY4ETOM HOBBIX TEHJCHIMH 00JacTH WH(POPMALIMOHHBIX TEXHOJOTHUH, OOHOBIATH IIEpEUCHb
MH(OPMAIIMOHHBIX HCTOUHUKOB.

[IpencraBnenHass Ha peleH3ut0 pabouas Tmporpamma ydeOHOM  mpaktuku Y1103
npodeccuonambHoro moayns 1IMO3 «Obecrieuenne MHGOPMAIIMOHHONH  0€30MacHOCTH
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM H  HWH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX ~ CETeH  CBS3HM»
pEeKOMEeHAyeTCs K MPaKTHUECKOMY ITPUMEHEHHIO B 00pa30BaTeIbHOM MpoLiecce B MPO(heCcCHOHATBHBIX
o0pa30BaTeNbHbIX OPraHU3aLUAX, PEATTU3YIONINX MPOTrpaMMy MOATOTOBKHU CIELHATHCTOB CPEIHETO
3BeHa 1o crneuuanbHocTu 11.02.15 «MHPOKOMMYHUKAIMOHHBIE CETH U CUCTEMBI CBSI3H

Pertensent AbGnymnaeB Maromen AGmynaeBud, TeHepalbHbIN nupektop «Kacmmii-
Temxexom»
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1. TACIHIOPT PABOYEM ITPOT'PAMMBI
HNPOPECCHUOHAJIBHOI'O MOAYJIA

Oobecneyenne HHPOPMANMOHHON 0€30MACHOCTH TEJIEKOMMYHUKANNOHHBIX
cCHUCTeM M NH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX CeTel CBSA3HU.

1.1. O6sa1acTh NpUMeHEHUs] IPOTrPaAMMbI

Pabouas mporpamMmma mpodeccCHOHaTbHOTO MOJYJS — SIBISIETCS 4acThlO OCHOBHOMU
npodeccruonanbHOl 00pa3oBaTeNbHONW TporpaMmbl B cooTBeTcTBUU ¢ PI'OC 1o
cnenuansHocTy (creruanbHocTsIM) CIIO / mpodeccun (mpodeccusm) HITO 11.02.15
«VHpOKOMMYHHKAIIMOHHBIE CETH M CUCTEMbI CBSI3U» B YaCTH OCBOCHHS OCHOBHOIO
BUJa npodeccruoHanbHoi aearenbHoctu (BITM):

BrisiBneHusi KaHanOB yTEYKH, YCTAHOBKHM W HACTPOWKH CHEIHATU3UPOBAHHOTO
o0opynoBaHusi 1O  3aumTe  MHGOpPMALMK,  TPOBEPKH  3AIIUIICHHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM U HH(OPMALMOHHO-KOMMYHHKAIIMOHHBIX CETEH.
Pabouas mporpamMma mnpodeccruoHaJIbHOTO MOJIYJIE MOXET ObITh HCIOJb30BaHa B
nporpaMmMe npodeccruoHalbHOM MOJATOTOBKM MOHTaXKHHKa 00OpYAOBaHUS Paauo U
TeNe(OHHOM  CBSI3M, MOHTaXXHHMKA CBSI3M, DJIEKTPOMOHTEpa  000pYAOBaHUA
AJIEKTPOCBSI3U M IMPOBOJAHOIO BEUIAHUS, DJIEKTPOMOHTEpAa MO PEMOHTY JIMHEWHO-
Ka0eJbHBIX COOPYXKEHUI Teae(OHHOM CBSA3U U MPOBOJIHOTO BEIIAHUS.

1.2. leau u 3aga4un MOYyJIs1 — TPEOOBAHMSA K pPe3yJIbTATaM OCBOCHUS MOXYJIS

C wnenpio OBIANECHHS YKa3aHHBIM BHUAOM MNPO(ECCUOHATBHOW JESITeNIbHOCTH U
COOTBETCTBYIOIIUMH NMPOPECCUOHATBHBIMA KOMIIETEHIIMSIMU OOYyYarOUIUICs B XOJI€
OCBOEHHUSI MPO(HECCUOHATBHOTO MOTYJIS TOJIKEH:

UMETh MPAKTUYECKUN OMBIT:

- aHAJIM3UPOBATh CETEBYIO UH(PPACTPYKTYPY;

- BBISIBJISITH YIPO3bI U YSI3BUMOCTH B CETEBOM MHPPACTPYKTYPE;

- pa3pabaThiBaTb KOMIUIEKC METOJOB U CPEACTB 3allUThl HH(pOpMaluu B
MH(POKOMMYHUKALIMOHHBIX CETSAX U CUCTEMAX CBA3H;

- OCYILECTBIIATh TEKyIllee aAMUHUCTPHUPOBAHUE VIS 3aIIUTHI
MH(POKOMMYHUKAIIMOHHBIX CETEN U CUCTEM CBS3H

- UCIIOJIb30BATh CIEUUATU3UPOBAHHOE MPOrPaMMHOE OOecrieueHus: 1 000py10BaHUS
JUTSL 321U Thl UHPOKOMMYHUKAITMOHHBIX CETEH M CUCTEM CBSI3H.

YMETh:

- KJaccuuUUpoOBaTh  yrpo3bl  MHPOpMAIIMOHHOW  O€30MacHOCTH B
MH()OKOMMYHHUKAIIMOHHBIX CUCTEMAaX U CETAX CBS3H;

- TPOBOJWTH aHAIU3 YIPO3 W YA3BUMOCTEH ceTeBoil OezomacHocTH [P-cetei,
OeCcrpOBOAHBIX CETEH, KOPIIOPATUBHBIX CETEH;

- OIpeAesATh BO3MOXKHBIE CETEBbIE aTaKM W CIOCOOBI HECAHKIMOHUPOBAHHOIO
JIOCTYIIa B KOHBEPIrE€HTHBIX CUCTEMAX CBS3H;

- OCYIIECTBIISATH MEPOTIPHUSATHS 110 MPOBEACHUIO aTTECTALIMOHHBIX PA0OT U BBISBICHUIO
KAHAJIOB YTE€UKH;

- BBIABJISITH HEAOCTATKNA CUCTEM 3AIIUTHI B CUCTEMAX U CETAX CBA3U C UCIIOJIb30BAaHUEM
CHELUATN3UPOBAHHBIX TPOrPAMMHBIX IPOIYKTHI;



- BBINIOJIHATH TECTUPOBAHUE CUCTEM C IICJIBIO ONPECICHNS YPOBHS 3alTUIIICHHOCTH;
- OIIPeNIETISATH OMTUMAJIFHBIC CITOCOOBI 0OecTIeueHuUs NH(DOPMAITMOHHON 0€30ITaCHOCTH;
- MPOBOJUTH BHIOOP CPEICTB 3aIUTHI B COOTBETCTBHUH C BBISIBICHHBIMHU YTPO3aMH B
WH(POKOMMYHHUKAIIMOHHBIX CETAX;
- TPOBOJUTH MEPOIPHUATHS TO 3alMTe WHOOpPMAUKM Ha MPEANPHUITHSIX CBSI3H,
o0ecreunBaTh UX OPraHU3aIUIO, OTIPEACIATH CIIOCOOBI M METO/IbI peaTH3alliy;
- pa3pabaThIBaTh MOJUTHUKY O€30MMACHOCTH CETEBBIX DJIIEMEHTOB M JIOTHYECKHX CETEH;
- BBINOJHATH pPACUET M YCTAHOBKY CHEIUATN3UPOBAHHOTO OOOPYIOBaHUS IS
oOecrieueHnsT MaKCUMAaJIbHON 3allUIIEHHOCTH CETEBBIX AJIEMEHTOB W JIOTHYECKHX
ceTel;
- TMPOU3BOJIUTHh YCTAHOBKY W HACTPOWKY CPEICTB 3AIUTHl OTMEPAIMOHHBIX CHCTEM,
WH()OKOMMYHHUKAITMOHHBIX CHCTEM M CETEH CBSI3U;
- KOH(QUTYpHUpPOBaTh aBTOMAaTH3UPOBAHHBIE CHCTEMBl U  HWH()OpPMAIMOHHO-
KOMMYHUKAIIUOHHBIE CETHU B COOTBETCTBUM C TMOJUTHKON WHOOPMAIMOHHON
0e30I1aCHOCTH;
- 3amumark 0a3bl JAHHBIX MPU TMOMOIIM CIEHUATU3UPOBAHHBIX MTPOTrPAMMHBIX
MPOIYKTOB;
- 3alMIIaTh pecypchl HMH(POKOMMYHHUKAIMOHHBIX CETEH U CHUCTEM CBS3H
KpUINITOTpahUuEeCKUMHU METOIAMHU.
3HaTh

- IPUHIIATIBI TIOCTPOCHHS MHHOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETCH;
MEXIYHApOJHBIE CTAaHAAPTHl MH(GOPMAIMOHHONW OE30MacHOCTH Il MPOBOJTHBIX W
OECIIPOBOJIHBIX CETEH;
- HOPMATHUBHO - TIPABOBBIC M 3aKOHOJATEIBHBIC aKThl B 00JacTH WH(OOPMAITMOHHON
0e301acHOCTH;
- aKyCTUYECKHE U BUOPOAKYCTUICCKHUE KaHAJIbI YTeUKHA HHPOPMAIIHH, OCOOCHHOCTH MX
BO3HMKHOBEHUSI, OPTaHU3AIINH, BBISBIICHUS, U 3aKPBITHUS;
- TEXHUYECKUE KaHaJbl YTeUKH WH(OpMaIuu, peaan3yemMble B OTHOIIEHUU 00BEKTOB
nHQOpMATH3alUd W TEXHUYECKHX CPEICTB MPEANPUITHA CBSI3U, CIOCOOBI UX
OoOHapy>KEeHUSI U 3aKPBITHS,
- CIIOCOOBI U METOJIbI OOHAPYKEHUS CPEICTB ChéMa MHPOPMAIIUU B PaJUOKaHAIIE,
- KJIaCCU(PUKAIIMIO YTPO3 CETEBOM 0€30M1aCHOCTH;
- XapaKkTepHbIe 0COOEHHOCTH CETEBBIX aTaK;
- BO3MOJKHBIE CITIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYIIA K CHCTEMaM CBSI3H;
- MpaBWJIa IPOBEICHUS BO3MOYKHBIX MPOBEPOK COTIACHO HOPMATHUBHBIX JJOKYMEHTOB
OCTOK;
- TaITbl OTNIPEACIICHUS KOHPUACHIIMAIBHOCTH JOKYMEHTOB 0OBCKTA 3aIUTHI,
Ha3HAUYCHHUE, KIACCU(PHUKAIUIO ¥ TPUHIMNBI PabOThl  CICHHAIU3UPOBAHHOTO
000opy10BaHUS;
- METOJBI U CIOCOOBI 3alUThl UHPOPMAIIUKA OECIPOBOTHBIX JIOTHYECKUX CETeH OT
HCJI nocpenctBom npotokosioB WEP.
WPA u WPA 2;
- METOJIBI ¥ CPEJICTBA 3AIUTH HH(DOPMAITUU B TEICKOMMYHUKAIMSIX OT BPEAOHOCHBIX
porpamwm;
- TEXHOJIOTHH MIPUMEHEHHUSI IPOTPAMMHBIX MMPOITYKTOB;



- BOBMOXHBIE CIIOCOOBI, MECTA YCTAHOBKU U HACTPOMKH MPOTPAMMHBIX IMPOTYKTOB
METOABl M CIOCOObI 3aIluThl WH(pOpPMAalWU, IeperaBaeMoldl MO KaOeIbHBIM
HaMpaBJISIONUM CUCTEMaM;

KOH(UTypaIyy 3alHIaeMbIX CETeH;

- QJITOPUTMBI pabOTHI TECTOBBIX MTPOrPaMM;

- CpeOCTBa 3alllUThl pa3IMYHBIX OMNEPAIlMOHHBIX CHUCTEM U Cpeabl Iepeaadn
nHpopManu;

- CIIOCOOBI M METOIbI MIH(PPOBAHUS (KOJUPOBAHKE U IEKOJUPOBAHUE) UH(DOPMALINH.

1.3. PexoMeHayemMoe KOJHYECTBO 4YacOB Ha OCBOCHUE IPOrpaMMbI
npodeccuOHAIBLHOT0 MOIYJIS:

Bcero — 538 yacoB, B TOM 4HCJIE:

MaKCUMaJbHOU yueOHOU Harpy3ku oOydaromierocs — 538 4acos,

BKJIIOYAsl: 00s3aTeNbHON ayAuTOpHOW ydeOHOM Harpy3ku oOyuaromierocs — 308
4acoB; CaMOCTOSITEILHOM paboThl oOy4aromierocs: — 44 4acos,

yueOHOM  mpakTuku — 108 wyacoB, NpPOU3BOJCTBEHHOW TMpaKTHKW 72 4daca,
MIPOMEKYTOUHBIHN 2K3aMeH 6 4acoB.



2. PE3YJIBTATBI OCBOEHHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

Pe3ynbraroM OCBOEHHSI TPOrpaMMbl MPOPECCHOHAIBHOIO MOJIYJISL SBIISAETCS
OBJIaJICHNE 00yUYaIOIIMMHUCS BHIOM NMPOGECCHOHATBHON NeITeIbHOCTH, QObecneueHue
HHPOPMALMOHHOWI  0€30IACHOCTH  TEJIeKOMMYHMKAIMOHHBIX CHCTEM H
HHPOPMALMOHHO-KOMMYHUKALIMOHHBIX  ceTeil  CBSI3U, B  TOM  YHCIE
npodeccuonansubivu (I1K) u o6mumu (OK) kommieTeHInsIMu:

Kon HanmenoBaHue pe3yiabraTra 00y4eHHs

IIK.3.1 BoisiBsAITE  yrpo3bl U YSI3BUMOCTH B CETEBOM HHPPACTPYKType C
HCMOJIb30BAaHUEM CHCTEMBI aHAJIM3a 3alIUIIECHHOCTU. BBISBIATE yrpo3bl U
YS3BUMOCTH B CETEBOM MHOPACTPYKTYpE C HCIOJIb30BAHUEM CHUCTEMBI
aHAJIN3a 3aIUIIEHHOCTH.

IIK Pa3pabarbiBaTh KOMIUIEKC METOJIOB M CPEJICTB 3alUThl MHGOpMAIIUKA B
MH()OKOMMYHUKAIIMOHHBIX CETSIX U CUCTEMAX CBSI3H.

3.2.
IIK OCYIHGCTBJIHTB TCKYIICC AIMHUHUCTPHUPOBAHUC JJI1 3allIUTHI
33 I/IH(l)OKOMMyHI/IKaL[I/IOHHBIX CeTel M CHUCTEM CBS3M C HCIIOJIL30BaHUEM

CHEeUaIN3UPOBAHHOIO MPOrPAMMHOI0 00€CIEUeHHsI U 000PYI0BAHHUSI
OK 1. | BeiOupaTh crnocoObl pemeHus 3a1ad NpoPpecCuOHAIbHON JIEATEIbHOCTH,
MIPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 2. | OcymecTBisiTh TOUCK, aHAIW3 M HWHTEPHpETauio HHGOPMAIIHH,
HEOOXOAMMOM JIJIs1 BHIOJTHEHUS 3a/1a4 TPO(EeCCUOHATIBHOM 1€ATEIbHOCTH.

OK 3. |I[InanupoBaTh W peayM30BBIBATH COOCTBEHHOE MPOdEeCcCUOHATBHOE H
JMYHOCTHOE PAa3BUTHE.

OK 4. | PabGoTaTh B KOJJIEKTHBE U KOMaHJEe, YPPEKTUBHO B3aUMOJEHCTBOBATH C
KOJUIETaMHU, PYKOBOJCTBOM, KJIUEHTaAMHU.

OK 5. | OcymiecTBiATh  yCTHYHO U NHUCBMEHHYK0  KOMMYHHUKAIIMIO  Ha
rOCy/IJapCTBEHHOM $I3bIKE C YY€TOM OCOOEHHOCTEH COLHMaIbHOIO U
KYJIbTYPHOTO KOHTEKCTA.

OK 6. | I[IposBIATH rpa)kAaHCKO-NTATPUOTUYECKYIO MO3ULHI0, TEMOHCTPUPOBATH
OCO3HAHHOE MOBEJICHUE HA OCHOBE 00I1I€YEI0BEUYECKUX IEHHOCTEH.

OK 7. | ConeiicTBOBATh COXPAHEHUIO OKPY>KAIOIIEH CPeibl, PECYPCOCOEPEKEHUTO,
3¢ (eKTUBHO AEWCTBOBAThH B UPE3BBIYAMHBIX CUTYALIHSX.

OK 8. | Ucnmonws3oBath cpeactBa (U3HUECKOW KYJIBTYpHl I COXPAaHEHUS U
YKpeIieHus1 3J0pOBbsl B Mpoliecce NpodecCHOHATbHON EATEIbHOCTH U
noJiIep>KaHue HEOOX0IMMOTO YPOBHSI (PU3NUECKON MOTOTOBJIEHHOCTH.
OK 9. | Ucnons3oBarh HHPOPMALMOHHBIE TEXHOJIOTUU B MpodhecCHuOHATbHOU
NS TETbHOCTH.

OK 10. | [Tons3oBatbes npodhecCuoHaNbHOM TOKYMEHTAMEN Ha TOCYAapCTBEHHOM
Y UHOCTPAHHOM S3BbIKE.




3. CTPYPKTYPA U COAEPKAHUE ITPO®PECCHOHAJIBHOT'O MOAYJIA
2.1. TemaTu4eckuii miiaH npogeccuoHaILHOT0 MOaYJs (6apuanm ons HIIO)

Kompt 0O0BeM npoheccHoHaTFHOTO MOIYJIS, Yac.
npodeccuo HanmeHoBaHus CyMMapHsIif Obyuenue no MIIK
HaJIbHBIX pas3zenos 00beM B mom qucae Tpaxmuxu CamocrosaTens | Koncyinbra 5
1 K3aMeH
001X npodeccHoHaIBEHOT Harpys3KH, Beero Tponssoact | HaA pabora s
KOMIIETEHI] 0 Mozyns yac. ypox | mexmms Ha60paT0va1,1x HpaKTI/Iqe(iKI/IX VueOHas —
i 3aHATHH 3aHATHH

MK 3.1, Pazgen 1.

3.3 [IporpammHuo-

OK 01-10 | anmapatHbie 165 140 48 14 42 28 - - 25 2 8
CPEACTB 3aIINUTHI
nHpOpPMAUH

IIK 3.1-3.3 | Pa3nean 2.

OK 01-10 | KommiekcHas 187 168 62 14 42 42 - - 19 2 8
CHCTEMBI 3aIIUTHI
nHpOpMAUH

IIK 3.1-3.3 | YueOHnas npakTuka -

OK 01-10 | (no npoghunro 108 108
cneyuanibHocmu),
uacog
(KonyenmpuposeanH
0)

I1K 3.1-3.3 | [IpousBojacTBEeHHAS

OK 01-10 | mpakTHKa (1o
npoghunio 72 72
CneyuanbHoOCmu),
uacog
(Konyenmpuposann
as) npakmuxa)
[Ipomexyrounas 6
aTTecTanus
(3Kx3aMeH)
Beero: 538 308 | | 108 72 44 4 16

! CamocrosTenpHas paboTa B paMKax 00pa3oBaTelbHON HPOrpaMMbl ITAHUPYETCS 06pa3oBaTeIbHOM opraau3anueii B cootsercTsry ¢ Tpebosanuamu GIOC CIIO B npenenax oobema
po¢eCCHOHATBHOTO MOIYJSI B KOIWYIECTBE YaCOB, HEOOXOIUMOM JUISl BBITIOTHEHUS 3aJaHUN CAMOCTOSATENIFHON pabOThl 00YJArONIUXCS, IPEAYCMOTPEHHBIX TEMATHIECKUM IIJIAHOM U
coJiepKaHneM MPo(hecCHOHATEHOTO MOYIIA.
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2.2. TemaTu4ecKuil JIaH U cojep:KkaHue 00yueHHs 1o npodeccuoHaabHoMy MoayJro (ITM03)

HaumeHoBaHue pa3znenos
Npo¢ecCHOHATBHOT0 MOIYJISI
(IIM), Me:kIUCHUTVIMHAPHBIX

kypcoB (MJK) u Tem

Copep:xanue y4eOHOr0 MaTepHaJia, JIa00paTOPHbIe PA0OTHI M NPAKTHYECKHE
3aHATHSA, CAMOCTOSATeIbHasI padoTa o0y4yaromuxcs, Kypcopasi padoT (IPOeKT)

(eciu npedycmompervl)

O0beM yacoB

Koabl koMneTeHIui,
YMEHHIi ¥ 3HAHUH,
(opmMupoBaHHIO KOTOPBIX
CIOCOOCTBYET 3JIEMEHT
MpPOrpaMMmbl

1

2

4

Paspea 1. IlporpaMMHO-annapaTHbIX CPEeACTB 3a1UMThHI HHGOpMALMHT

MJK 03.01. TexHos10orusi npuMeHeHUsI IPOrPAMMHO-aNNAPATHBIX CPEICTB 3aIUTHI HHGOpPMALNH B
TeJeKOMMYHHMKAIMOHHBIX CHCTeMaX H HHPOPMAIMOHHO-KOMMYHHKAIMOHHBIX CeTAX CBA3H.

134

Tema 1.1.0cHOBHBIEC TOHATHA U
aHaIM3 yrpo3 HHPOPMaINOHHOH
Oe3omacHocTH ceteif. CTaHmapTHI
nH(OpMaLMOHHO 6€301aCHOCTH.

Coae

JKaHMe YueOHOro MaTepuaJia

1.

OCHOBHBIE TIOHATHS 3aIIUTH HHPOPMAMK 1 HHYOPMALTMOHHON
6e30macHOCTH. AHAIN3 yTrpo3 HHPOPMAIMOHHOH 0€30MacHOCTH.

Bgenenue B ceteBoit nHpOpMannoHHEH 00MeH. Mcmonp3oBanme cetn
Wurepner [Ipobnembl 6e3omacHoctu [P-ceteit

AKTyanbHOCTb IpO0OJIeMbI o0ectieueHns: 6e30MacHOCTH HH(OPMaMOHHBIX
TEXHOJIOTHI. MecTo U posb HHOOPMALMOHHBIX CUCTEM B YIIPABICHUH
6uznec-npoueccamu. OCHOBHBIE TPUYMHBI 000CTPEHHS TIPOOIIEMBI
obecrieuenus: 6€30MacHOCTH MH(POPMALMOHHBIX TeXHOJI0THii OCHOBHBIE
MOHSITHSI B 00J1aCTH 0€30MacHOCTH MHPOPMAITMOHHBIX TEXHOJIOTHH.
Wudopmanus n unpopmanuonnsie oTHomeHus. CyObeKTh
MH()OPMALMOHHBIX OTHOILIEHNH, X 0€3011aCHOCTb.

YTpo3sl 6€301MacHOCTH HHPOPMAIMOHHBIX TEXHOJIOTHH. Y sI3BUMOCTh
OCHOBHBIX CTPYKTYPHO-()YHKIIOHAJIBHBIX 3JIEMEHTOB pacIipeeleHHbIX
aBTOMAaTH3MpOBaHHBIX cucteM. Kimaccngukanus yrpo3 6e30macHoCTH.

[TprHIMIB! 06ecrieuenust 6e301acHOCTH HH(POPMAIIMOHHBIX TEXHOIOTHH.
Bunpl Mep npoTuBoieiicTBUS yrpo3aM Oe3onacHocTH. JlocTonHeTBa U
HEIOCTAaTKU Pa3IMYHbIX BUJOB MEp 3aIIUThI. [I[pHHINIBI HOCTPOEHUS
crcTeMbl obecrieueHus: Oe3omacHoCcTH nH(popmanum B
aBTOMAaTU3UPOBAHHOM CUCTEME.

IIpaBoBbIe OCHOBBI OOecIiedeH s 0€30MacHOCTH HH(POPMAITMOHHBIX
TeXHOJIOTHH. 3amumniaemas nHGoOpMaIms.

Ilepconansubie nanabie. KomMepueckas taitHa. MHpopMarus B KIIFO4EBBIX
crcreMax HH(QOPMALMOHHOH HHPACTPYKTYpHI.

MesknyHapotHble CTaHAapTHl HHYOPMALMOHHOM 0e3011acHOCTH
l'ocynapcTBenHas cucreMa 3amura HHGopManuu. OpraHu3anus 3auyThl
nH(OpMaLuK B CHCTEMaX M CPEACTBAX HHPOPMATHU3AIMU U CBSI3H.
KoHTposb cocTosiHMS 321U ThI HHPOPMALUH.

16

K 3.1,3.3
OK 01-10
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OCHOBHBIC 3aIUTHBIC MEXaHU3MBI, PEATH3YEMbIC B PAMKAX Pa3IHYHBIX MEp
W CPENICTB 3aIuThl. VIeHTUhUKAIMS U ayTCHTU(DUKAIHS [TOJTb30BATEIICH.
PasrpanndeHune qOCTyIa 3apEeruCTPUPOBAHHBIX MOJIB30BATENIEH K pecypcam
ABTOMATH3MPOBAHHOW CHCTEMBbI. PerucTpanus 1 onepaTuBHOE OMOBEILICHHE
0 COOBITHSX OE30IMaCHOCTH.

JlaGopaTopHble padoThI 8 K 3.1,33
1. | Mogens ISO/OSI u crek nmporokonos TCP/IP OK 01-10
2 3amuTa IepcoHANBHBIX TaHHBIX
3 | 3amuTa KOMIBIOTEPHOH HH(POPMAIIMN HA YPOHE JIOCTYTA B CHCTEMY
4 3ammra OT aTak I10 JOKAJbHBIM U TJI00AIBHBIM CETSIM
[IpakTudeckue 3aHATHSL.
1]
Tema 1.2. CpencTsa 3aluTsl Copep:xaHue yueOHOI0 MaTepHuaJia K 3.1, 3.3
nHpopmanuu ot 1. OCHOBHBIE TIOHATHUS KPUNITOrpahUIecKor 3aiuThl HHGOpMALUH 8 OK 01-10
HECaHKIIMOHUPOBAHHOT'O JIOCTYIIa Kitaccudukanms kpunrorpauueckux aropuTMOB
2. | CuMMeTpUYHbIE KPUIITOCHUCTEMBI MIN(PPOBaHUsL. ACHMMETPUYHbIE
KPHUIITOCHCTEMBI IU(PPOBAHUS
3. | KomOuHupoBaHHasi KpunrocucreMa MmuppoBaHust
4. | DnexkTpoHHas HU(POBas MOANKCH U GYHKIHS XdIUpoBaHust. DyHKIus
XOIIUPOBAHUA. praBHeHI/Ie KPpHUIITO KJIIFOYaMH.
JladopaTopHble padoThl 6 IIK 3.1, 3.3
1. Aunroput™ mudposanus RSA OK 01-10
2. AnropuT™bl UQPOBOH MOIIHCH
3. | Usydenue npocTeiiero KpUnToaHaIn3amuppoTeKcra.
IIpakTrueckue 3aHsATUS
1. |
Tema 1.3 Ob6ecnieuenue Copep:xaHue yueOHOIr0 MaTepuaJa 24 K 3.1,3.3
6€30I1aCHOCTH KOMITBIOTEPHBIX 1 | TexHonorus ayreHTH(UKAIIUN obecrieueHre OE30MaCHOCTH OTIEPALIMOHHBIX OK 01-10
CUCTEM U ceTel cucreM. OCHOBHBIE MOHATHS ayTEHTU(DUKALNY U UICHTHOUKAIIMH.
AyTeHTH(HKaNNA, aBTOPU3AIUS U aAMUHICTPUPOBaHUE eHCTBUI
10JIb30BaTeNeH
ITpo6nems! obecnieueHus 6€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMAax H
cersix. TumnoBast KOpHOpaTHBHAS CETh. Y A3BUMOCTH M UX KJIACCU(HUKALHSL.
Ha3nadyenue, BOSMOXKHOCTH 1 3aIIUTHBIE MEXaHU3MBI MEXKCETEBBIX
9KpaHOB. YTPO3bl, CBI3aHHbIE C IEPUMETPOM CETH. THITBI MEKCETEBBIX
skpaHoB. CepTu(UKaILUsI MEKCETEBBIX 3KpaHoB. Ha3HaueHue,
BO3MOKHOCTH M 3aIIIMTHBIE MEXaHU3MBI MEXKCETEBBIX SKPaHOB. YTPO3HI,
CBA3aHHBIC C IICPUMETPOM CCTH. BHpTyaHBHBIe YaCTHBIC CCTH
VPN Ha 0oCHOBE KpUNITOIILIO3A.
2 | Meroas! ayreHTHduKamu, ucnob3yomme naposu u PIN-kozpt
3 Crporas ayTeHTU(UKAILNS, OCHOBaHHAS HA CHMMETPUYHBIX U
ACHMMETPHUYHBIX anroputMax. [IpoGnemsr obecniedenns 6e3onacaoctn OC
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Yrpossl 6ezonacaocty OC. [Tonsitre 3amumennoid OC ApxuTekrypa
noacucremsl 3amutst OC.

4. | ®yHKIMN MexceTeBbIX SKpaHoB DuibTpanuns Tpaduka. OcodbeHHOCTH
(yaxurornpoBanus MO Ha pa3nu4HbIX ypoBHIX Mogenn OSI

5. | IlpuxmagHoit nuto3. BapuanTs! uconnerns M3. @opmuposanne
HOJINTUKH MEXKCETEBOTO B3aHMMOICHCTBHS

6. OcHoBuble noHATHS U QyHKIHN ceTH VPN. [lepconansHbIe 1

pactipenielieHHbIe ceTeBBIe 3KkpaHbl. CpecTBa obecreueHus 0e30macHOCTH

VPN. VPN-pemenus 1ist mocTpoeHHs 3allIUIICHHBIX CeTei

JlaGopaTopHble padoThI

buomerpudeckas ayTeHTH(UKALNS OTb30BATENS

Ayrtentudukanus Ha ocHOBe PIN-kom2

AyTeHTH(UKAIM HA OCHOBE OJHOPA30BBIX 1 MHOTOPA30BbIX NMapoJIeH

HCCJ’IG,I[OB&HI/IG CpCACTB H.H/I(prBaHI/IH JaHHBIX.

| lw|dN=

HUccnenoBanue 371eKTpOHHON 1MbpoBOit monucu HHGOpMALIUH C
ucnoiipzoBanueMm PGP.

CxeMBI ceTeBOM 3ammThI Ha Oase MD.

Knaccudukarus cereit VPN

©|o|N

OcHOBHBIC BapHaHTH apxXuTeKTypsl VPN

AyTeHTH(HKANNs, aBTOPU3AIU U aIMUHICTPUPOBAHNE IEHCTBUN
IOJIB30BaTEICH

11.

Tunosasi KOpropaTUBHasl CETh

12.

BupryanbHas yactHas cetb VPN Ha 0CHOBE KpUIITOLUIIO3a

HpaKTI/I‘IeCKI/Ie 3aHATHA

1. |

22

K 3.1,3.3
OK 01-10

Tewma 1.4. Texnonoruu
oOHapy>KeHus aTak. YIpaBJiIeHUE
CeTeBOH 0E30MacHOCTHIO
MIPOTPaMMHO-aIapaTHEIMH
CpeICTBaMHU.

Copne

KaHHE yqe6H0r0 MarTrepuaJia

1.

AHanu3 3aliIIeHHOCT!H U oOHapyxeHne atak. CpecTBa aHaIu3a
3alIMIIEHHOCTH CETEBBIX MTPOTOKOJIOB, cepBrcoB 1 OC. MeToab! aHaH3a
ceteBoit nHpopMmanmu. Knaccudukanus cuctem ooHapyxeHus arak IDS.
Komnonents! u apxurekrypa IDS. MeTonsl pearnupoBanusi

KommbroTepHbie BUPYCH M TPOOIEMBI aHTUBUPYCHOM 3aITUTHI.
Knaccugukarust KOMIbIOTEPHBIX BUPYCOB. JKM3HEHHBIH IUKII BUPYCOB.
OCHOBHBIE KaHAJIBI PACHPOCTPAHEHUS] BUPYCOB U APYTHX BPEIOHOCHBIX
poTrpaMMm

AHTHBHpPYCHBIE IPOTPaMMBI U KOMIUIEKCHL. ITocTpoeHne cucteMsl
AHTUBHMPYCHOH 3aIIUTHI KOPIOPATUBHOMU CETH.

Komnenust riio6anbHOr0 yrpaBieHus 0€30MacHOCTHIO.
DYHKIIMOHUPOBAHKE CUCTEMBI YIPABJICHHS IPOTPAMMHBIMHE CPEICTBAMH
0€e30IacHOCTH.

q)yHKI_II/IOHI/IpOBaHI/Ie CUCTCMBI praBHeHI/IH al'll'lapaTHI)IMI/I Cpe}]CTBaMI/I
0€30IaCHOCTH.

16

K 3.1,3.3
OK 01-10

JladopaTopHble padoThl

1.

| YcTaHOBIIGHHE U HACTpaUBaHUE aHTUBUPYCHOH nporpammsl DoctorWeb.

K 3.1,3.3
OK 01-10
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2.

YcTaHOBIIEHNE U HACTpauBaHKUE aHTUBUPYCHOH nporpamMmsl Avast.

6.

VYcraHoBIIeHHE M HACTpauBaHHE OE30MACHOCTH C TIOMOILBIO
Mmapupyruzatopa ASUS

HpaKTI/I‘{eCKI/Ie 3aHATHA

1.

Pasznen 2. KoMmjieKkcHbIE CHCTEMBI 3alIUThI an)opMamm

M/K03.02. TexHosorus

NPpUMEHEHUS KOMILIEKCHOI CHCTEMBbI 3alIUThI pmq)opMamm B TEJIEKOMMYHUKAIIUOHHBIX CUCTEMaX U CeTHX

CBHA3HU.

162

Tema 2.1. OcHOBBI
nH}opMaMOHHOH 6e30MacHOCTH

Coaep:xkanue yueOHOT0 MaTepuasa

1.

OCHOBHBIE TIOHATHS HHPOPMAMOHHON Oe3omacHocTH. CyITHOCTD U
MTOHATHS 3aIIUTH HHQOpMAIMH. 3HaueHNe HHPOPMATNOHHON
0e30I1aCHOCTH U €€ MECTO B CHCTEME HAIIMOHAJIBbHOH 0e3011acHOCTH.

OCHOBHBIE COCTaBJIAIONINE HALMOHABHBIX HHTEpecoB Poccuiickoit
Oeneparyn B nHPpopManuonHoi cepe. Koncrurymus PO u npyrue
OCHOBOIIOJIAraloIINe JOKYMEHTHI, 3aTparuBaroine naTepecsl PO B
nH(popMannMoHHOIt chepe.

Buzbl 1 nctounnku yrpo3 nHdopMannoHHoi 6e3onacHoctu Poccuiickoii
Oeneparnyn. JJokTpruHa nHbOpPMAIMOHHOM Oe30macHocTr Poccuiickoit
Oeneparn. CocrostHue HHGOPMAIHOHHOMN Oe30omacHocTH PD 1 OCHOBHBIE
3aJ1auu 110 ee 00ECTIEYCHUIO

locynapcTBeHHas cucteMa odecreueHust HHPpOpMalnOHHOM 6e30nacHOCTH
Poccuiickoit ®eneparun. Perynsrops! B 061acTi ”HPOPMAITUHOHHON
0€30MacHOCTH.

18

K 3.1,3.3
OK 01-10

JladopaTopHble padoThl

1.

HccnenoBanne BO3MOXKHOCTEH IMUTATOPA HCTOYHUKA
PaJIMOCUTHAJIOB C pa3jInyHbIMU BuaaMu moayisiiiun  ABPOPA-3.

HccnenoBanre BO3MOKHOCTEN KOMITIIEKCa OOHAPYKEHUS
pagron3nyqarmux cpeacts v paanomonutopudara  KPOHA-TIPO.

AHanu3 " ympaBlieHHE MOJUTUKON HH()OPMAITMOHHOM
0e3omacHOCTH Ha 00BEKTE ¢ UCHONIb30BaHNeM cucteMbl «KoHmop»

IIpakTHueckue 3aHsATUS

1.

K 3.1, 3.3
OK 01-10

Tema 2.2 Opranu3anvoHHO-
MIPaBOBBIE ACIIEKTHI 3AIIUTHI
nHpOpPMALTIT

Coaep:xkanue yue0HOT0 MaTepuasa

1.

CrpykTypa npaBoBoi 3amuTsl nHGopmanun. CrucremMa JTOKYMEHTOB B
oOmactu 3anmTe! HHGopMary. OpraHn3alMOHHbIE OCHOBBI 3aLHUTHI
nHdopmanny. IIpHHIMIIEI OpraHU3aMOHHON 3aIUTHl HHpOpManuy.

l'ocynapcTBeHHBIE PEryJIATOPHI B 00J1aCTH 3aIIUTH HHPOPMAIUH, UX
NoJTHOMOuHS U cepa komreTeHuH. O630p CTaHIAPTOB M METOINYECKUX
JIOKyMEHTOB B 00JIacTH 3alIUThl HH(pOpMarmu. Perymupyromnme
OpTraHM3aIiH B 00JIACTH 3aITUTH HHOPMAITHH.

14

K 3.1, 3.3
OK 01-10
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Knaccudukanms napopmanuu no kareropusim gocryna. Kpurepun onenkn
nndopmannu. Kareropuu HapynieHuii o cTerneHy BaXHOCTH.

OTBETCTBEHHOCTH 3a PAaBOHAPYIIEHHs B MH(POPMaIOHHO cdepe.
PykoBonsmiue JOKyMEHTHI, perilaMEeHTHPYIOIIHE OTBETCTBEHHOCTh. BHbI
OTBETCTBEHHOCTH 3a TPaBOHAPYIICHNs B MHPOPMAIIMOHHOM cdepe.

JlaGopaTopHble padoThI

HccnenoBanne MPUHIAIIOB paOOTH HHAMKATOPOB ot  PMY-8 /
MFP-8000, ST-107, ST-165.

Hccnenoanre BoO3MOKHOCTEH paOOThI (PUIBTPOB CETEBBIX
noMmexononasigromux JIOC-10-1D u OCII-1D-10A.

Uccnenoanne paboThl reHepaTopa mryma s 3amutsel ot [IDMUH
JITHI-501.

HpaKTI/I‘{eCKI/Ie 3aHATHA

1.

K 3.1, 3.3
OK 01-10

Tema 2.3. KommiekcHast cucteMa
3aIIUThl HHPOPMAIUU

Coaep:xkanue yueOHOr0 MaTepuasia

1.

OO011ast XapaKTepUCTHKA KOMIUIEKCHOH 3amuThl nHPopMannu. OCHOBBI
obecrieueHns1 KOMIUIEKCHOU 3aiuThl HHGopManuu. CyIIHOCTb U 3a1a4u
KOMIUIEKCHO# 3amunThl nHpopMarmu. CTpaTerui KOMILUIEKCHOW 3allUThI
nHpopmanuu. CTpyKTypa U OCHOBHBIE XapaKTEPUCTHKN KOMIUIEKCHOM
3aLIMThl HHOPMAIHH.

Kondunennuanpapie cBefeHns. Buasl koHQHUICHINATEHOW HHPOPMALIH.
IlepconanbHble nanuble. KomMepueckas TaiiHa. baHkoBckas TaiiHa.

Cucrema ¢usmdeckoit 3amuTsl. O000IIEHHAS CTPYKTYpHASI CXE€Ma OXPaHBbI
o0bekTa. ITocTh OXpaHBL.

HOHCI/ICTeMa PIH)I(eHepHOﬁ 3alllMTHI. HepHMCTpOBaH CHUTHaJIU3aluAa U
OrpaXXJICHUC. HepHMeTpOBoe OCBCIICHHC.

Croco0sI 1 cpencTBa 0OHapyskeHns yrpo3. KommiekcHoe oOciienoBaHus
3aIIMIICHHOCTH NH(OpMannoHHoi cucreMsl. CpencTBa HEHTpanu3aun

yrpos.

20

MK 3.1,3.3
OK 01-10

JlabopaTopHbie padoThl

1.

HccnenoBanne BO3MOKHOCTEH yCTPONUCTBA JUIS 3aIIUTHI OOBEKTOB
unpopmaruzaimu  COHATA-P2.

HccnenoBanne BOZMOKHOCTEH YCTPOUCTBA IS 3aIIUTH OO BEKTOB
unpopmaruzamu CAJIIOT 20005.

MeTo1b1 32U THI TeNEPOHHBIX TIEPErOBOPOB OT MPOCTYIINBAHUS U
obHapyxeHus Telne(OHHBIX 3aKJIaJOK C TIOMOIIBIO CIIEITUATBHBIX
ycrpoiicte  [TPOKPYCT-2000.

HpaKTH‘{CCKI/Ie 3aHATHUA

1.

MK 3.1, 3.3
OK 01-10

Coaep:xkanue yue0HOT0 MaTepuasa

28
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Tewma 2.4. Onpenencuue
komnonentoB KC3U

OCHOBEI PIH)KGHGpHO-TeXHH‘IeCKOﬁ 3alIuThbl I/IH(i)OpMaIII/II/I. HOZ(pa3,H€J'I€HI/IH
TEXHUYCCKOM 3alIMThI HH(bOpMaHHH 1 UX OCHOBHBIC 3a1a4u.
MexaHndecKre CUCTEMBI 3aIUTHI.

[NoHsTHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K 3alUIaeMol HHpOpMaIHH.
Honsrue HCJI x madopmarmn. Buasr HCJI x nadopmarn. 3ammira
UHGOPMALUH OT YTEUKH IO TEXHUISCKUM KaHalaM Hepeaadn
naopmanuu. [TaccuBroe nmpotuBozeiicteue HC/I.

Texumueckue kananbl yredkn nHpopmarmm. OOmmast CTpyKTypa KaHaia
yreukn nHMopMmarmn. Kiraccndukanys kaHaJIOB YTEUKH HHPOPMAITHHL.

OcnoBHBIe crioco0s! 1 cpenctea HCJI k 3anmumaemoit nHpopMaImy.
Axtusnsble cioco0s! HCJI x madopMarim.

3amura oT nepexsara. [IpoTuBozaeiicTBHE HECAHKIIMOHUPOBAHHOMY
JIOCTYITy K HICTOYHHMKaM KOH(pUICHIMATbHON HHpOpMaIMK. 3aiuTa
nH(OopMaluK B KaHAJIaX CBS3U.

AxycTtudeckuil KOHTpOb. IloHATHE pa300pUMBOCTH peUH IIPU epexBaTe
unpopmanun. CriocoObl U cpeacTBa HHPOPMALIMOHHOTO CKPBITHS PEe4eBOU
nH(OpMaLUK OT MOACTYITHBAHHS.

Jlemackupyroiue Npu3Haky 3aKiIagHbIX yerpoiicT. Kitaccudukarms
cpeAcTB 00OHApYKEHHS U JIOKAIN3AIMU 3aKJIaIHbIX YCTPOHCTB U UX
m3nyuennit. Kinaccudukanus cpencts 0OHapyKeHUsT HEU3ITYYarOLHX
3aKJIaIOK.

KOHTpOJ'IL CI1a00TOYHBIX IeTeH. HpI/IH]_II/IHBI KOHTPOJIA JIMHUN 3a3eMJICHHUS.

CpencTBa HenuHEHHON pagnonokanuu. [IpuHIUTIE pabOTHl YCTPOWCTB
HeNMHEWHOH paanonokaunu. Henvnelinele paanonokatopsl. COBpeMEHHbIE
CpPE/CTBA PAAHOJIOKAIHH.

10

MerTo/1bI TOMCKA paliON3ITydYeHNH 3aKIIaHbIX YCTpoiicTB. HANKATOpHI
noist. OOHapysxeHne paguonsrydenuil. [lanopaMHble pagronpHeMHUKH.
CkaHHUpYIOIINE PUEMHHUKH.

K 3.1, 3.3
OK 01-10

JlabopaTopHbie paGoThl

1.

HccnenoBanre BO3MOXKHOCTEN CHCTEMBI OLIEHKH 3aLIUIEHHOCTH
TEXHUYECKUX CPEJICTB OT yTeuku uH(popManuu no kanary [ISMUH
CUI'YPJI-M19.

Nzmepenne napamerpoB BOCII ¢ moMOIIBI0 CUCTEMBI OLIEHKH
3alUIIEHHOCTH OoNTHYecKuX JuHuil csisu  JIA3YPUT.

OrneHka 3aMIEHHOCTH C UCTIOIH30BAHUEM CUCTEMBI OIIEHKH
3alUIEHHOCTH TEXHUYECKUX CPECTB OT YTEUKH HH(MOPMAIIUH 110
ka"any [IDMWH CHUI'YPJI-M19.

HccnenoBanne BO3MOKHOCTEH CHCTEMBI OIIEHKH 3aIUIIIEHHOCTH
BeigeneHueix nomemenuii HIETTOT.

12

K 3.1, 3.3
OK 01-10
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W3mepenue ypoBHS 3ByKOBOTO JAaBJICHUS BOJIU3U U HA YJAJICHUU OT
HACTOYHHUKA C ITOMOIIBI KOMIUIEKCA OLIEHKH 3aIUIIEHHOCTH
BEIZIeNIeHHBIX ToMernernii  [TTEITOT)

Pacuyer u oreHka 3alMIIIEHHOCTH TOMEILEHHSI [0 aKyCTUYECKOMY KaHaly
(Hampumep, ¢ nomombo kommiekca IITEITOT)

HpaKTI/I‘{eCKI/Ie 3aHATHA

1. |
Tema 2.5. Kpunrorpagpuueckas Copep:xaHue yueOHOI0 MaTepHuaJia 20 K 3.1, 3.3
3amuTa HHQOPMALUH 1. | OcHoBsl kpuntorpaduu. CTpykTypa KpuntocucteMbl. OCHOBHBIE METOJIBI OK 01-10
KpunTorpaduueckoro npeoOpa3oBaHusl JaHHbIX.
2. | CummerpuuHble kpuntocucteMsl. [lIndpoBanne mMeToq0M 3aMeEHBI.
IudpoBanue MmeTonom nepecranoBku. [lnppoBanne meromgom
raMMHPOBaHHUS
3. | KpunrtocucteMsl ¢ OTKPBITBIM KIIF04OM. OCHOBBI IIH(POBAHUS ¢ OTKPBITHIM
KIIFOYOM. Anroput™M oomeHa xrodamu Auddu-Xemnmvana. Anroputm
mmdposanust Rivest-Shamir-Adleman (RSA) ¢ OTKpPBITHIM KITFOUOM.
4. | Cuctemsbl 35IeKTpoHHOI noamnucH. [Ipodiema ayTeHTHOUKALNH TaHHBIX H
9JIEKTPOHHAS U(PpoBast HoANHCh. TeXHOIOTrns paboThl 3JIEKTPOHHOM
noxanucy. besonacHsle Xem-(QyHKIMH, AITOPUTMEI XCIIHPOBAHHUSL.
KonTtponpHoe 3HaueHHEe MUKImIeckoro m30srrounoro koga CRC.
Ludpossie ceprudukarsl. OTeuecTBEHHBIN CTaHAAPT HU(PPOBOH TOAIKCH.
IlonsaTe kpunToaHanu3a.
JlaGopaTopHble padoThl K 3.1,3.3
1. | UccnemoBanne METOOB 3aIUTH COTOBBIX TEIE(OHOB OT OK 01-10
HECaHKI[MOHWPOBAHHOTO MPOCIYIIHBAHUS (HAPUMED C ITOMOIIIHIO
n3nenus Jlanpa-UBT.
2. | UccnenoBanne METOJOB OJIOKMPOBAHUS CPEACTB
HECAaHKIIMOHUPOBAHHOTO MPOCIIYIINBAHNS U NIEPEAAYN JAHHBIX
Pa3IMYHBIX CTAaHAAPTOB ¢ nomoulkto ycrporctBa KE/IP-1M.
3. [Touck ycTpoiCTB HETNTAaCHOTO CheMa WHPOPMAIIHH C TIOMOIIHI0
po¢eCCHOHAIBHOTO HETMHEHHOTO PaioI0KaTOpa ¢ IOMOIIBIO
NR-900EMS.
4. | Tlouck yCcTpOMCTB HEMTACHOTO CheMa HHPOPMAIIHH C TOMOIIBIO
MHOTO(YHKIMOHAIBHOTO TIOUCKOBOTO Nprubopa ¢ nomomipio ST
033P Ilupansbs)
IIpakTHueckue 3aHsATUS
1. ]
Tema 2. 6 Arrecramus u Coaep:xkanue yueOHOro MaTepuajia 20 TIK 3.1, 3.3
JUIEH3UPOBAHHE 00HEKTOB 3AIIUTHI 1 O6mrme Bompock mo arrectanuu OU mo TpedoBaHUsAM 0€30MacHOCTH OK 01-10

I/IH(I)OpMaHI/II/I. OCHOBHEBIE CTaIuH1 CO3JaHHsA CUCTCMbI 3allIUThI I/IH(i)OpMaIII/II/I

Ha OU.
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2 Iopsinok npoBeneHust aTTecTalu 00bEKTOB HH)OPMATH3AIINH.
OpraHu3anuoHHasl CTPYKTYpa CUCTEMBI aTTeCTAI[i 00BEKTOB
nHpopMaTuzanuu. [IporpamMmma 1 METOIMKA POBENECHUS aTTECTAIIMOHHBIX
HCIBITAaHUH.

3 JlnmeH3npoBaHNe ACATENEHOCTH B 00JIACTH 3aIIUTHI KOH(DHICHINAIEHOM
nHpopmanuu. JloKyMeHTH, pa3pabaThIBacMbIe Ha 00BEKTaxX
nHpopmatuzanuu. JloKyMEeHTHI, pa3pabaThIBaEMBble HA aTTECTYEMOE
nomerenue. [lopsinok aecTBUM P TULEH3UPOBAHUU.

JladopaTopHbie padoThl

1. | UccnemoBanue paboThl TeHEPATOPA IIIyMa IO CETH 3JCKTPOITUTAHUS
W maHuAM 3asewuienns  JITTI-221.

2. | Touck u oOHApyKEHHE PATHOMITYUYAIOIIUX CPEACTB  C TIOMOIIIBIO
komiuiekca KPOHA-TTPO.

HpaKTI/I‘IeCKI/Ie 3aHATHA

1.

K 3.1,3.3
OK 01-10

CamocrosiTesibHAA NpaKkTHYecKasi padora npu usydenuun IIM 03.

- U3y4YCHHE OCHOBOIIOJIATAIONINX JOKYMEHTOB, 3aTparuatonyx narepecsl PO B nadopmannoHHoit chepe;

- M3y4yeHue BO3MOXKHOCTEH M TEXHUYECKUX XapaKTePUCTHK MPOrpaMMHO-ANNAPaTHBIX CPEICTB 3alIUThl HHHOPMALIUH.
- 03HaKOMJICHHE ¢ HOpMaTUBHBIMU JOKyMeHTamu 1o 1b;

- U3y4YCHHUE CIeUUATM3UPOBAHHON JIUTEPATYPBI, IIEPUOJMUYECKOI MIeYaTy 110 BOIIPOcaM OKa3aHHsl HOBBIX YCIIYT B cdepe
HH(POPMAIMOHHOW 0€30MaCHOCTH;

- COCTaBJICHHUE J0KJIa/Ia 110 MEPCIEKTUBHBIM HAIIPaBJICHHUSIM Pa3BUTHS CPEICTB KOMIUIEKCHOM 3aIIMThl HH(pOpManny;

- pa3paboTKa MakeTa JJOKyMEHTalllH [0 MHXEHEPHO-TEXHUYECKOH 3ammTe nHpopMannuu Ha 0OBbEKTE;

- U3yUCHUE BO3MOXKHOCTEH HH)KEHEPHO-TEXHIMYECKHUX CPE/ICTB 3aIINTH HH(POPMAIHH;

- U3yYeHUE TEXHUIECKNX XapaKTePUCTHK HHKCHEPHO-TEXHUYECKNX CPE/ICTB 3aIUThl HHPOPMALINH;

- pa3paboTKa MpeAsIoKEHUH 110 HH)KEHEPHO-TEXHIMYECKON 3aIuTe HHPOPMAINK Ha OPE/IeIIEHHOM 00BEKTe;

- - 3yueHne crennani3upoBaHHON JINTEPATYpPhI, NEPHOANIECKON ITeYaTH 10 BOIPOCaM OKa3aHHs HOBBIX yCIyT B chepe
HHPOPMALMOHHOW 0E€30MTaCHOCTH.

70

Yueonass npakruka (mo npoduiio cnenuaabHoctu) no IIM 03

Bunawl pador:

- YCTaHOBKA, HACTPOMKA U 00CITY)KUBAHNE TEXHUYECKUX CPEJIICTB 3aIUThI HH(POPMAILIUU U CPEJICTB OXPaHbl 00BHEKTOB;
- YCTaHOBKA U HACTPOIKa TUIIOBBIX IPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUTH HH(POPMAITIH;

- HCTIOJIb30BaHUE NMPOTPAMMHO-ANIIAPATHBIX U HHXEHEPHO-TEXHUIECKUX CPENICTB.

- HaCTpOMKa, PEryIUPOBKa U PEMOHT 000pYyIOBAaHUS CPEJCTB 3aIIHTHI,

- BBIOOD CIIOCOOOB M CPEZICTB  MHOTOYPOBHEBOH 3aIUTHI TEJIEKOMMYHUKAIMOHHBIX CETEH B COOTBETCTBUH C
HOPMaTHBHO-TIPaBOBOH 0a30M;

- IPOBE/ICHUE TUIOBBIX ONEPallii HACTPOUKU CPEACTB 3aIlUThI ONIEPALUOHHBIX CUCTEM;

- IPOBEJICHUE aTTECTAIIMN OOBEKTOB 3aIINTHI;

- ONpENIENIeHNEe HCTOYHUKOB HECAHKIIMOHUPOBAHHOT'O IOCTYTIA, UCXOS U3 MOJIENHU YIpo3;

- OTIpe/IeJIeHNE THIIA CUTHAJIA U TEXHHYECKOTO CPE/ICTBA B COOTBETCTBUH C aITOPUTMOM IPOTPAMMHOTO MTPOAYKTA;
- oOHapykeHHe U 00e3BPEKMBAHNE PA3PYIIAIOIINX IPOTPAMMHBIX BO3/IEHCTBHH C HCIIOIB30BAHUEM ITPOTPAMMHBIX
CPEICTB;

108

17




- 3amura TCHGKOMMyHI/IKaHI/IOHHI)IX CeTeﬁ TCXHUYCCKUMHU CpeﬂCTBaMI/I B COOTBCTCTBUH U3 HOpMaTI/IBHLIX HOKyMeHTOB
®CTIK;
- 3aluTa I/IHCI)OpMaI_[I/H/I OpFaHI/ISa]_II/IOHHBIMI/I METOAaMU B COOTBETCTBHUHU C I/IHCprKHI/IﬂMI/I Ha O6’I)CKTe.

IIpousBoacTBeHHAs] MpPaKTHKAa (M0 MpoduiIio cnenuaabHocT) mo [IM 72
Buasi pador:

1. VYwuacrtue B co31aHNN KOMIUIEKCHOW CHCTEMBI 3aIUTHI HA IPEATIPUATHH.

2. KowmrutekcHbIN ayauT HHPOPMAIIHOHHON 0€3011aCHOCTH.

3. OcHOBHBIE 3aJJa9l KOMIUIEKCHOTO ayIuTa HHPOPMAIIMOHHONW 6€30IacHOCTH

4. TpeboBaHUS MEXAYHAPOAHBIX CTAHIAPTOB M HOPMaTHBHBIX JOKYMEHTOB B cpepe MHPpOpMamOHHOM

0€3011acHOCTH.

5. Tlowuck ysi3BUMOCTEH, MO3BOJIAIONIMX POU3BECTH aTaKy Ha MH(GOPMAMOHHYIO CUCTEMY OpraHU3alny.

6. Os3HakoMIIEHHE C OCHOBHBIMU OPraHU3allMOHHO-TEXHUYECKUMU MEPOIIPHUATHIMU I10 3aIuTe HHHOpMAaLUK

7. IlpumeHeHue MpoOrpaMMHO-aNNapaTHEIX CPEJCTB 3alUTHl HHOOPMALUK Ha MPEATIPUSTHI

8. IlpuMeHeHUE MHKCHEPHO-TEXHUYECKUX CPEICTB 3aIUThI MH(pOpMALUK Ha PEAIPUATHH.

9. IlpumMeHeHHE KPUNTOTPAYUIECKUX CPEACTB 3aLIUTH HHYOPMALIMH HA TIPEIIPHUSITHH.
IIpomesxxyTounas arrecranus (3K3amMeH) 6
Bcero 538
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3. YCJIOBMS PEAJIU3ALIMUA TIPOTPAMMBI IPO®ECCUOHAJILHOIO
MOJIVJIS

3.1. Jlns peanusanuu nporpaMMbl NpogeccHoHAILHOI0 MOAYJIS H0JKHBI ObITH IPeIyCMOTPEHbI
ciaeayrmue CicnuajJbHbIC IOMEINECHUS .

Peanuzanus nporpaMMbl MOAYJIS TpeIIoaraeT Haluuue JabopaTopuit

UH(GOPMAIIMOHHON O€30MaCHOCTH TEIEKOMMYHUKAIIMOHHON CUCTEMBI M MHPOPMAIIUOHHO-
KOMMYHHMKAIIMOHHBIX CETEU CBSI3H, MIOJUTOHA BEIYMCIUTEIBHON TEXHUKHU.

O6opynoBanue nabopaTopuii U paboynx MecT JabopaTopuit:
- KOMIBIOTEPHI (pabodme CTaHINH), CepBEp, JOKAIbHAs CETh, BHIXOJA B TJIOOATBHYIO CETh,
MIPOEKTOP, IKpaH, IIa3MEHHAs TTaHE)Ib, KOMIUICKT Y4eOHO-METOANIECKON TOKYMEHTAITUH.

O06opynoBaHKe MOJIUTOHA BEIYUCIUTEIBHON TEXHUKH:
- KOMITbIOTEPHI (paboyurie CTaHIIMH ), CEPBEP, JOKAIbHAS CETh, BBIXO/ B II100aJIbHYIO CETh.

Peanuzanus nporpaMmmel MOYJIS TPEANIOTIAraeT 00A3aTENbHYIO yUeOHYIO IPAKTHKY, KOTOPYIO
PEKOMEHYeTCsl NPOBOAUTH PacCPeAOTOUEHO.

O60py,ZIOBaHI/I€ H TCXHOJIOTHYCCKOC OCHAIICHHC pa60q1/1x MCCT:
- KOMIIBIOTCPBI (pa60qu CTaH]_II/II/I), JJOKaJIbHAas CCTh, BBIXO/ B FJIO6aJ'ILHYIO CCTh.

3.2. UudopmanmuonHoe odecnevyeHne o0yueHust
Ilepeyenb pexkoMeHayeMbIX y4eOHbIX U3AaHuii, IHTepHET-pecypcoB, NONOJHUTEIbHOI
JIATEPATYyPbl

OCHOBHBIE HCTOYHHUKMU:

MenbnuxoB, B.Il. HWuadopmammonnas Oe3omacHocTh [Tekcr] : ydeOHoe mocoOue s CTYIEHTOB
00pa3oBaTeIbHBIX YUpeXIECHUH cpenHero mnpodeccuoHaibHoro obpaszoanusi / B. II. Mensnukos, C. A.
Krneitmenos, A. M. Ilerpaxos ; mox pexn. C. A. KneiimeHosa. - 7-e u31., crep. - Mocksa : Akagemus, 2013. - 331,c.
: mi., Tabi.; - (Cpeanee npodeccronansHoe o0pazoBanue. MHbopMaTrka u BeIMUCIUTENbHAS TeXHHUKA).; [SBN 978-
5-7695-9954-5

JIOTOJIHUTENIbHBIE UCTOYHUKH:

1. Iep6akos A. FO. CoBpeMeHHast KOMIIbIOTEpHas 0e30MacHOCTb. TeopeTHuecKue OCHOBBI.
[Tpaktryeckue acniektsl. — M.: Kamxasrit mup, 2009. — 352 ¢. — ISBN 978-5-8041-0378-2.

2. Tlerpenxko C. A., Kyp6aroB B. A. Ilonutuku unpopmanmonnoit 6ezonacHocta. — M.: Komnanus
AiTu, 2006. — 400 c. — ISBN 5-98453-024-4.

3. Terpenko C. A. Ynpasnenue unpopmannonabiMu puckamu. M.: Komnanust AiiTu; JIMK Ilpecc,
2004. — 384 c. — ISBN 5-98453-001-5.

4. Jlonatun B. H. Undopmarmonnas 6e3onacHocts Poccuu: Yenosek, o01iecTBo, rocynapctBo Cepusi:
BeszomacHocTh yenoBeka u oomectsa. M.: 2000. — 428 ¢. — ISBN 5-93598-030-4.

5. Bbapmen Ckortt. Pazpabotka nmpaBui nadopmaironHoi 6e3onacHoctu. M.: Bunbsamc, 2002. — 208 c.
— ISBN 5-8459-0323-8, ISBN 1-5787-0264-X.

6. HaumonaneHsbiit cranaapt PO «3amura unpopmannu. OCHOBHbIE TEPMUHBI U OIPEACTICHUSD)
(TOCT P 50922-2006).

7. HauuonaneHsbiit cranaapt PO «Mudpopmannonnas texnonorus. [Ipaktnyeckue npaBuia
ynpasnenus uHGopmannonHo# 6ezonacuocteion (IOCT P MCO/MOBK 17799—2005).

8. besomacHocTh: Teopus, mapaaurmMa, KOHIENIHs, KyapTypa. CiaoBapb-clipaBOYHUK / ABTOP-COCT.
npodeccop B. @. [lununenxo. 2-e uzn., non. u nepepad. — M.: [IEP CO-IlIpecc, 2005.
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9. MHudopmanmonHas 6€30MacHOCTD (2-5 KHUTa COIUATBHO-TIOMUTHYECKOTO POEKTa «AKTYaIbHBIE
npoOseMbl 6e30macHOCTH cormymay). M.: «Opyxue u TexHomoruny, 2009,

10. Haumonanwhslil cranaapt PO «Mertonsl u cpeactsa obecriedenus 6e3onacHocT. Yacts 1.
Konuenmus u Moaenu MeHeKMeHTa 0€301acCHOCTH UHGOPMAITMOHHBIX U TEIEKOMM YHUKAI[THOHHBIX
texuosoruit» (TOCT P UCO/MBK 13335-1 — 2006).

11. Pexomenanuu no crangaptuzanuu «Hpopmamonssie TexHoa0rui. OCHOBHBIE TEPMUHBI U
OIIpeIeJICHUs B 00J1aCTH TEXHUYECKOM 3aiuThl nHpopmarmum» (P 50.1.053-2005).

12. CnoBapb TepMHHOB 110 O0e30nmacHOCTH U kpunrorpapuu. EBporneiickuii HHCTUTYT CTaHIaPTOB IO
AJIEKTPOCBS3U

13. Tlouck. I'moccapuii.ru

14. PexomMeHnpanuu 1o crangaptusanuu « Texaudeckas 3amura nHpopmain. OCHOBHBIC TEPMUHBI H
ompenenenus» (P 50.1.056-2005).

15. T'ocynapcrennsiii crangapt PD «Acmektsl 6e3omacHocty. [IpaBuiia BKIIIOUEHUS B CTAHIAPTHI
(TOCT P 51898-2002).

16. lomapes B. B. bezonacnocts nHpopMannoHHbix TexHonoruid. Cucremusiii mogxon — K.: OO0
TUM dua Codt, 2004. — 992 c.

17. 3aiineB A. I1. Texaudeckue cpeacTBa U METOIbI 3aIIUTHI HHpOpMammu: YueOHuK uist By30B / A.IL.
3aiines, A.A. lllenynanos, P.B.Mewepskos; [lox pea. A.Il.3aituesa - 7 u3z., ucnpas. - M.: ['op.
muaus-Tenexom, 2012. - 442¢.; 60x90 1/16 - (Y. muis By30B). (0) ISBN 978-5-9912-0233-6
(znanium.com)

18. bamwnsr, I1. H. MadopmannonHas 6e30macHOCTh U 3ammTa nHpopMaiuu [ DIeKTpoHHBIN pecypc] :
VYueonuk / I1. H. bamuier, A. B. babdam, E. K. bapanosa. - M.: PUOP, 2013. - 222 ¢. - ISBN 978-5-
369-01178-2I1apteika T. JI. MUadopmanmonHas 6e30macHOCTh: YuebHoe nocooue/ITapteika T. J1.,
[Tonos U. U., 5-e uzn., nepepabd. u goim. - M.: @opym, HUL] UHDOPA-M, 2016. - 432 c.: 60x90 1/16.
- (ITpodeccuonanshoe odpazosanue) (Ilepemnér) ISBN 978-5-91134-627-0, 200 3k3.(znanium.com)

19. XKyxk A. II. 3amura uadopmanuu: Yuednoe nocodue / A.IL XKyxk, E.IL. XKyk, O.M. Jlenemkun, A.1.
TumomkuH. - 2-¢ uzn. - M.: U1l PUOP: HUL| UH®PA-M, 2015. - 392 c.: 60x90 1/16. - (Beicmiee
oOpaszoBanue: bakanaspuat; Maructparypa). (nepemier) ISBN 978-5-369-01378-6, 500
9K3.(zhanium.com)

Hayuno-texHudeckue u pedepaTuBHBIC KypHAIBI:

DIIEeKTPOCBA3b

BecTHuK cBs13U

CeTH ¥ CUCTEMBI CBSI3U

MoOuIbHBIE CHCTEMBI

[Mu¢posast 06paboTKa CUTHAIIOB

. CBonnblii pedepatuBHbIN xypHan "CBs3p".

IleyaTHbIE H3AAHUSA

oo wdE

1. Tlapteixa T.JI. BeruucnutensHas TexHuka : yue0. nocodue / T.JI. [lapteixa, U.W. [Tono. — 3-e u3.,
nepepad. u gorn. — M. : DOPYM : UHOPA-M, 2017. — 445 c. : un. — (Cpennee npodeccuoHanbHOe
obpaszoBanue). ISBN: 978-5-91134-646-1

2.. Apytionos, B. B. 3amuTa nadopmaryu : yaeOHO-MeToqMueckoe nmocodue / B. B. ApyTioHOB. -

Mockga : JIubepes-bubundopm, 2008. - 55, c. : puc. ; 21 cm. - (bubnuorexaps u Bpems. XXI Bek ; No
99). - ISBN 5-85129-175-3

3. BacunbkoB A. B., BacunbkoB A. A., Bacunbkos . A. UHpopManoHHbIe CUCTEMBI U X 0€30IaCHOCTb:
YueOnoe mocobue. - M.: @opym, 2015. - 528 c.: 60x90 1/16. - (IIpodeccuonansHoe obpa3oBaHue)
(ITepennér) ISBN 978-5-91134-289-0

4. MenbaukoB, B.II. HWudopmanmonnas Oe3omacHOCTh: yueOHOe TmocoOue [uis CTYIEHTOB
00pa3zoBaTeNbHBIX YUPEXKIECHUH cpepHero npodeccuoHaabHoro oopasosanus / B. I1. MenbHukos, C. A.
Kneiimenos, A. M. Ilerpakos ; mox pen. C. A. KnelimeHosa. - 7-e u3z., crep. - Mocka : Akanemust, 2013.
- 331, [1] c. : ., Tabmn.; - (Cpennee npodeccuonanbHoe oopasoBanue. MHpopMaTiKa 1 BBIYUCIUTENbHAS
texHuka).; ISBN 978-5-7695-9954-5
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5.0kcmuryaTanusi OObEKTOB CETeBOW MHPPAcTpyKTyphl: yueOHuk/A.B.Hazapos.- M.: Akagemus, 2014.-
368c. ISBN 978-5-44680347-7

WNuTepHeT pecypchl:

Nurtepuer-Yuusepcurer Mudopmarmonnsix Texnonoruit; BUHOM. JlabopaTopust 3HaHUH,
WWW.twirpx.com, WWW.referent.ru, WWW.kodeks-luks.ru/dws, WWW.Consultant.ru/online.

3.3. O0mme TpedOBaHHMA K OPraHU3aANNM 00Pa30BaTEJIbHOIO NPoLecca

OOsi3aTeNIbHBIM ~ YCIIOBMEM  JIOMyCcKa K  y4eOHOM  MpakTHKE B paMKax
npodeccuonambHoro  Momynst  «OOecmiedeHne — WH(POPMAIMOHHOW  0€30MMacCHOCTH
TEJICeKOMMYHUKALIMOHHBIX CHUCTEM M HWH()OPMALMOHHO-KOMMYHHUKAIIMOHHBIX CETEH CBSI3M»
ABIIIETCS OCBOEHUE Y4YEOHON MPAKTUKH ISl MOMYYCHHs MEPBUYHBIX MPOQPECCHOHATBHBIX
HABBIKOB B paMmkax mpodeccuoHampsHoro monyisa «Pa3zpaboTka mporpaMMHBIX MOAYyJEH
POrPaMMHOT0 OOecTIeueHus Al KOMIBIOTEPHBIX CUCTEM).

[lepen wusydeHueM MoOAyJsi OOydarloIMecs UW3Y4aloT CIEAYIONINe JUCIUTUIMHBI
«KommnbrotepHoe MmojenupoBaHue», «Teopust snekTpuueckux uenen», «TexHomaorus
MOHTaXa TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U MH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX CeTen
cBs3w», «OCHOBBI mporpammupoBaHus», «lIpaBoBoe oOecneuenne npodeccuoHaNIbHON
JesITeIbBHOCTHY, «be30MmacHOCTb KU3HENEATEIbHOCTI.

3.4. KaapoBoe obecnieuenne 00pa3oBaTejbHOIO nmpoiecca

TpeOoBanua K KBanu(UKAUU MEAArOTMYECKUX (MHXEHEPHO-TIEJAarorn4eckux) KaJapos,
00ecreynBaIMX 00y4eHHE 0 MEKIMCUUIIMHAPHOMY Kypcy (Kypcam): HaJlu4ue BBICIIETO
npoeCCUOHAIBHOTO 00pa30BaHMsl, COOTBETCTBYIONIETo mpoduiro moayns «OOecrnedeHue
MH()OPMAIMOHHOW O€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHBIX CUCTEM W MH(GOPMAIMIOHHO-
KOMMYHHKAITIOHHBIX CETEH CBSI3M.

TpeOoBaHug K KBadu(UKAIMU MEIarOrMYeCKUX KaJapoB, OCYIIECTBISIOMIMX PYKOBOJCTBO
MIPAKTUKOU

NHxeHepHOo-TeJarornuyeckrii COCTaB: BbICILIEE HHKEHEPHOE 00pa30BaHNEe, COOTBETCTBYIOIIEE
MPOQHITIO MOJTYJIS.

Macrepa: o0s3aTenbHasi CTAXKUPOBKA B MPOGUIBHBIX OpraHu3alusax He pexe 1-ro pasza B 3
roga. OnbIT AESITENBHOCTH B OPraHU3AlMSIX COOTBETCTBYIOIIEH MpoQeccHOHaNbHON chepbl
ABJIIETCS 00SA3aTEIbHBIM.

4. KOHTPOJIb M OLIEHKA PE3YJIbTATOB OCBOEHMSI
MPO®ECCUOHAJIBLHOI'O MOJAY.JIS (BUJA MPO®PECCUOHAJIBLHOM
JNESITEJBLHOCTH)
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Pe3yabTarsl
(ocBOEHHbBbIE
npogeccuoHaJIbH
ble KOMIIETEeHIIUH)

OcHOBHBIE ITOKA3ATEJIHN OLIEHKH
pe3yjabTara

®opMbI M METO/IbI KOHTPOJIS U

OLICHKH

[IK.2.1.
HUcnonb3oBats
MIPOrpaMMHO-
anmnapaTHbIe
CpeicTBa  3alUTHI
uHpOpMaLIUU B
TEJICKOMMYHUKAIIN
OHHBIX CHCTEMAaX U
CETIX CBSI3U.

- YCTaHOBJIEHHME M  HaCTpOMKa
CHEIHAIM3UPOBAHHOTO
o0opynoBaHus 1o 3aIuTe
uHpOpMaLnu;

- YcraHOBIEHHME M HACTpOMKa
IPOrPaMMHBIX ~ CPEJICTB  3alUThI
ABTOMATU3UPOBAHHBIX  CHUCTEM U
nH(pOpMaIMOHHO-

KOMMYHUKAIIUOHHBIX ceTeit CBA3HU,

- BrisgBaeHue BO3MOXKHBIX aTak Ha
ABTOMATU3UPOBAHHBIC CUCTCMBI,

- IIpoBepka 3alIMIIEHHOCTH
ABTOMATH3UPOBAHHBIX  CHCTEM U
nH(pOpMaIMOHHO-

KOMMYHUKAIIUOHHBIX ceTeit

- Opranu3anus 3aiuThl B pa3audHbIX
OTIEPAIIMOHHBIX CHUCTEMaxX M cpefax,
mudpoBaHus HHGOPMAITHH.

Texymuit KOHTPOJIB B hopme:-
3aIUTHI 1a00PaTOPHBIX
3aHSATUIN;- TECTUPOBAHMUS;-
KOHTPOJIBHBIX pa0OT 1O TeMaM
MJIK.

DK3aMEeHBI 110 pa3ery
poeCCHOHATBHOTO MOIYJIS.

Texymuit KOHTPOJIB B hopme:-
3aIUTHI 1a00PaTOPHBIX
3aHATUIN;- TECTUPOBAHMUSI.

Texkymuii KOHTPOJb B hopme:-
3aIUTHI 1a00PaTOPHBIX
3aHATHI;

3aueTsl 10 y4eOHOM MpaKTUKe
U TI0 pasfieny
PO ECCUOHAIIBHOTO MOYJIS.

[K.2.2.
IIpumeHATH
CHUCTEMBI aHAJIN3a
3aILUILEHHOCTH
Ui OOHapyXeHus
YSI3BUMOCTH B
ceTeBon
MHQPACTPYKTYpE,
BbI/1aBaTh
PEKOMEHIalluh  I10
UX YCTPaHEHUIO

- KnaccupuuupoBars  yrpossl
nH(OPMaIMOHHOK 06€30MaCHOCTH;

- TpPOBOJUTH BBIOOPKY CpEACTB
3al0UTBl B COOTBETCTBHUM  C
BBISIBIICHHBIMH YTPO3aMU;

OMpeACIATE BOSMOKHBIC BUIBI ATAK;

- OCYIIECTBJIATH MEPOIPHUATUS II0
IPOBEICHUIO aTTECTAIMOHHBIX
pabor;

- paszpabaThIBaTh MOJINTUKY
0e30macHOCTH O0BEKTa; BBIMTOJIHATH
pacuer " YCTaHOBKY
CHEINAN3UPOBAHHOTO
o0opy/moBaHusl ISl MaKCUMaTbHON
3aIIUIIIEHHOCTH 00BEKTa;

- HUCIOJIb30BaTh  MpOTrpaMMHbIE
TPOIYKTHI, BBISIBJISIIOLINE
HEJIOCTAaTKU CHCTEM 3aILUThI;

Texkymuit KOHTPOJIb B hopme:-
3alUThI Ta00PATOPHBIX
3aHATHI;- TECTUPOBAHMUS,

- KOHTPOJBHBIX paboT MO
temam MJIK.

DK3aMeHBI 0 pa3jery
npodeccuoHaTbHOTO MOIYJIS.

Texkymuit KOHTPOIIb B popme:-
3aIUTHI 1a00PaTOPHBIX
3aHATHIL,

- TCCTUPOBAHMUA.

Texymmii KOHTPoOJIb B hopme:-
3allUTHI TAOOPATOPHBIX
3aHATHUH;

3ayeTsl 0 y4eOHOM MpaKTHKe
U TI0 pa3ieny
podhecCHoHATEHOTO MOYJIS.
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- NPOU3BOJUTH  YCTAHOBKY U

HaCTPOMKY CpPEICTB 3alIUThI;
KOH(HUTypHpPOBAThH
ABTOMATH3UPOBAHHBIE CHCTEMBI U
nH(pOpMaIMOHHO-
KOMMYHHKAIIHOHHBIE cetu B
COOTBETCTBUU c TOJTUTHKOMN

nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- BBIIIOJIHSTH TECTUPOBAHHUE CUCTEM C
LEJIBIO OIIpEIeIICHUS YPOBHS
3alMIEHHOCTH;

- HCMOJB30BaTh  MPOrPaMMHBIC
MPOIYKTHI 7S 3alIUTHI 0a3 JTaHHBIX;
MIPUMEHSTH Kpunrorpaduieckue
METO/Ibl 3aIIUTH HHPOPMAIIHH;

- Texymmiit KOHTPOIBL B hopme:-
3aIIUTHI JJAOOPATOPHBIX
3aHATHI;

- - TECTUPOBAHMS;
- - KOHTPOJBHBIX PabOT 1O
Temam MJIK.

- DK3aMeHBbI 10 pa3aeny
npodeccnoHanTbHOTO MOIYJIS.

- Texymmit KOHTPOIBL B hopme:-
3aIUTHI 1a00PaTOPHBIX
3aHATHI;

- 3aueTsl MO y4eOHOM PAKTUKE
U IO pa3ieny
npoeccnoHanTbHOTO MOIYJIS.

- Tekymuii KOHTPOJIb B popMme:

- - 3alUTHI JJAOOPATOPHBIX
3aHATHI;

- 3auersl 10 y4eOHON MpaKkTUKe
U IO pa3feny
po¢eCCHOHATIBHOIO MOAYJIS.

TIK 2.3.
O0ecrieynBaTh
Oe3omacHoe
aIMUHHUCTPUPOBAH
ne
TEJIeKOMMYHUKAIIN
OHHBIX CHCTEM U
MH(}OPMaLMOHHO-
KOMMYHHKAITHOHH
BIX CETEU CBA3U.

- KJIaccu(PUKaMIO U TPUHIUIIBI

paboTHI CHEeLUATU3UPOBAHHOTO
000pyI0BaHus;

- MIPUHITATIBI MTOCTPOCHHS
MH(OPMaLMOHHO-

KOMMYHUKAIIMOHHBIX ceTeﬁ;

- BO3MOKHEBIE CITOCOOBI
HECAaHKI[MOHUPOBAHHOTO  JIOCTYIIA;
HOPMAaTHUBHO-TIPABOBBIE u

3aKOHOJATEeNbHBIE aKThl B 0O0JAacTH
nH(OPMAIIMOHHON 06€30MaCHOCTH;

Texyuuit KOHTPoOJIb B hopme:-
3aLUTHI JTaOOPATOPHBIX 3aHATHIH;
- TECTHUPOBAHUS;

- KOHTPOJIBHBIX padoT Mo TeMaM
MJIK.

DK3aMeHBI 0 pa3jery
npoeccnoHaTbHOTO MOYJIS.

Texymumii KOHTpOJb B hopme:
- 3aIIUTHI JTAOOPATOPHBIX 3aHATHIH;
- TECTUPOBAHHS.

Texyiuit KOHTPOJIb B (hopMe:

- 3aIUTHI TAOOPAaTOPHBIX 3aHATHIH;
3aueTsl 0 y4eOHOM MpaKTUKE U 10
pazaeny mpogecCHOHATBHOTO
MOJTYJISI.

Texyiuit KOHTPOJIb B (hopMe:
- 3aIUTHI JAOOPATOPHBIX 3aHATHI;
- TECTHPOBAHUS;
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- TIpaBWJIa MPOBEACHUS BO3MOKHBIX
MPOBEPOK;  ATambl  OMpEICTICHUs
KOH(PHICHIIMAIBHOCTA JIOKYMEHTOB
00BEKTA 3alIUTHI,

- TEXHOJOTHH MIPUMCHCHHUS
IPOTPaMMHBIX MPOJYKTOB;
BO3MOJKHEIE CIIOCOOBL, MecTa
YCTaHOBKU u HaCTPOUKHU

MIPOrPaMMHBIX MTPOJYKTOB;

- KOHQUTypalu  3alHIacMbIX
CeTel; alropuTMbI PabOThI TECTOBBIX
nporpamMM; COOCTBEHHBIE CpE/ICTBA
3alIUTBI Pa3JIMYHBIX OICPALMOHHBIX
CHCTEM U Cpe]l;

- Ccrmoco0Bl U MeToAbl MHU(POBaHUSL
uH(pOpMAIIMK BBISBICHUS KaHAJIOB
yTeuKd HH(POPMALUH; OIPEICICHUs

- KOHTPOJIbHBIX padoT IO TeMaM
MJIK.

OK3aMeHBI 10 pa3Jeny
po¢eCCHOHATBHOIO MOAYJIS.

Texymuit KOHTPOJIbL B hopme:

- 3aIIUTHI TAOOPATOPHBIX 3aHATHIA,
3adeThl MO y4eOHOM MPaKTUKE U 110
pazaeny mpogecCHOHATBHOTO
MOJTYJIS.

Texymmii KOHTPOJb B hopme:

- 3aIIUTHI JAOOPATOPHBIX 3aHATHH;
3aueTsl 10 y4eOHOM MPaKTUKE U 110
pazneny npogecCHOHAIBHOTO
MOMYJIS.

Texymuuit KOHTPOIIb B (hopMme:

- 3AIIUTHI TAOOPATOPHBIX 3aHATHIA,
- TECTUPOBAHUS;

- KOHTPOJBHBIX pa0dOT MO TEMaM

HeO6XOI[I/IMbIX CpCACTB 3allIUTHI;

MJIK.

DopMBbI 1 METOIBI KOHTPOJIA M OLICHKHU PE3YJILTATOB 00Y4YEHUS JOJDKHBI II03BOJIATH IPOBEPSTH
y 00ydYarommxcsi He TOJbKO C(OPMHUPOBAHHOCTH MPOPECCUOHATBHBIX KOMIIETEHIIUN, HO U

pa3BUTHE OOIIMX KOMIIETEHLIUA U 00€CIIeUnBAIONIUX UX YMEHHI.

YCTOWYMBBIN MHTEPEC.

PesyabTaTsl DopMbI U METOBI
OcHOBHBIE MOKA3aTEJIN OLEHKH
(ocBOCHHBIE 00LIME KOHTPOJISA U
pe3yJabTara
KOMIIETCHIIMH) OLICHKH

OK 1. IloHuMaTh CymHOCTb | — JeMOHCTpalHs HHTepeca K OyayIieit Nutepnperanus
U COLMANIbHYIO 3HAYMMOCTh | poeccuu pe3ynabTaTOB
cBoeit Oynymeit npodeccun, HaOJI0/1eHuH 3a
MPOSIBIISATH K HEH JIeATEITbHOCTBIO

oOyyaromerocs B
npoliecce OCBOCHUs

npohecCHOHANBHBIX 3a1a4,
OIICHUBATDH UX

— oreHka 3 (PEeKTUBHOCTH U KauecTBa
BBITIOJTHCHHUS

o0OpasoBaTenbHON
ITPOrPaMMbI
OK 2. Opranu3zoBbIBaTh — BBIOOpP U MPUMEHEHUE METOJIOB U WNurepnperanus
COOCTBEHHYIO JEATENBHOCTD, | CIOCOOOB petieHus nmpodeccuoHaIbHBIX pe3ynbpTaToB
BBIOMPATh THIIOBBIE METOJBI | 3a1a4 B 00J1aCTH pa3pabOTKU U HaOmro1eHuit 3a
U CI0COOBI BBITTOJIHEHUS aJIMUHUCTPUPOBaHUA 0a3 TaHHBIX; JIeSITEIIbHOCTBIO

oOyuJaroterocs B
MPOIIECCe OCBOCHHSI

OTBCTCTBCHHOCTbD.

3¢ (HEeKTUBHOCTH M Ka4eCTBO. o0Opa3oBaTenbHON
IPOrPaMMbI

OK 3. IIpuHUMAaTh PEIIEHNs] | — pelleHHe CTAHIAPTHBIX U Untepnperanus

B CTAaHAAPTHBIX U HECTaHAAPTHBIX MPOPECCHOHATIBHBIX pe3yJIbTaToOB

HECTaHAAPTHBIX CUTYallUsX U | 3aJa4 B 00JIaCTH pa3padOTKU U HaOro1eHuil 3a

HCCTH 3a HUX aJIMUHUCTPUPOBaHUA 0a3 TaHHBIX JACITCIIbBHOCTBIO

oOyuJaromerocs B
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mponecce OCBOCHUA

o0OpasoBaTenbHON
MPOrpaMMBbI
OK 4. OcymiecTBiaTh MOUCK | — 3¢ PEKTUBHBIN IIOUCK HEOOXOAUMON WNurepnperanus
Y HCII0JIb30BAHUE uH(pOpMaInu; pe3ynpTaToB
HHq)OpMaHHH, HCO6XOI[I/IMOI71 — HCIIOJIB30BaHUE PAZITNYHBIX HaOJII0ICHUH 3a
st 9 PEKTHBHOrO HCTOYHHUKOB, BKIIIOYasl DJICKTPOHHBIE ACATCIbHOCTBIO

BBITIOJTHCHU A
HpO(l)eCCI/IOHaJ'II)HI)IX 3aJa4,

oOyJaroterocs B
MPOIIECCE OCBOCHHSI

po(hecCHOHAILHOTO U o0Opa3oBaTelbHON

JIMYHOCTHOTO Pa3BHUTHSI. IPOTPaMMBbI

OK'5. Ucnonp30BaTh — pa3pabaTbIBaTh, porpaMmupoBats u | MHTEpIperanust

MH()OPMAIHOHHO- aIMUHUCTPUPOBATh 0a3bl JAHHBIX pE3yJIbTAaTOB

KOMMYHHKAI[MOHHBIE Ha0JII01eHuH 3a

TEXHOJIOTUH B JeSITETTHHOCTHIO

npohecCHOHABLHOM oOyJaroterocs B

NEeSITEITbHOCTH. nporiecce OCBOCHUS
00pasoBarenbHON
IPOTrPaMMBbI

OK 6. PaGoTtats B — B3aMMOJICHUCTBHUE C 0OYYAIOIIUMHUCS, WNurepnperanus

KOJUICKTUBC U B KOMaHJC, MPENOIABATEIAMHA U MaCTEPAMH B XOJI€ pe3yIbTATOB

3¢ PeKTUBHO 00IIATHCS 00yueHus HaOJIIOeHUil 3a

C KOJIJIETaMH, PYKOBOJICTBOM, JIESITEIIBHOCTBIO

NOTPEOUTETSIMHU. oOyuJaromerocs B
IIPOLIECCE OCBOCHUS
o0Opa3oBaTelbHOI
IPOrpaMMBbI

OK 7. bparb Ha cebs — CcaMOaHaliu3 U KOPPEKLHUA pe3yIbTaTOB Nurepnperanus

OTBETCTBEHHOCTb 3a PabOTy | COOCTBEHHOM PabOTHI pe3yiabTaTOB

YJIEHOB KOMaH/bl HaOoIeHui 3a

(MOAYMHEHHBIX ), 3a JIEATEIbHOCTBIO

PEe3yJIbTAT BBINIOJIHEHUS
3aJIaHUH.

oOyuJaromerocs B
nporiecce OCBOCHUS

o0Opa3oBaTenbHON
IPOTrpaMMBbI
OK 8. CamocTosTensHO — OpraHM3alMs CaMOCTOSATENbHBIX WnuTepniperanus
OIIPENCIIATD 3a1a4U 3aHATHN IPU U3YYEHUU pe3ynabTaToOB
NpO(HECCHOHATLHOTO U npoecCHOHATEHOTO MOIYJIS HaOJIIOICHUH 3a
JUYHOCTHOT'O Pa3BUTHS, JIESATEIBHOCTBIO

3aHUMATbHCA oOyuaroierocs B
caM0o00pa30BaHUEM, IIPOLIECCE OCBOCHUS
OCO3HAHHO IJIAHUPOBATh o0Opa3oBaTesIbHON
MOBBIIICHHE KBATH(DHUKAITIH. IPOrpaMMbl

OK 9. OpuentupoBarbcs B — aHaJW3 WHHOBAIIMU B 00J1aCTH Nutepnperanus
YCJIOBUSIX YaCTOH CMEHBI pa3paboTKu U aMHHUCTPHPOBAHMS 0a3 pe3yJIbTaToB
TEXHOJIOTUH JTAHHBIX HaOJIIOEeHNIT 3a

B IPOo(heCcCHOHATBLHOM JIeATETbHOCTBIO

JESITENLHOCTH.

o0yyJaromerocs B
MIPOLIECCE OCBOCHUS
00pasoBaTenbHON
IPOTPaMMBI
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OK 10. UcnionHsTh — pelleHne CUTYaTUBHBIX 3a/1a4, HNutepnperanus
BOMHCKYIO O6H33HHOCTB, B CBSI3AaHHBIX C UCITOJIB30BAHHUECM PE3YIbTAaTOB
TOM YHUCJIE C IPUMEHEHUEM po(hecCHOHANEHBIX KOMIIETCHIINN HaOoIeHuH 3a
IMMOJIYYCHHBIX JCATCIIBHOCTBIO
pod)eCCHOHAIBHBIX 3HAHUN 00yJaromerocst B
(U1 FOHOIIEH). IIPOLIECCE OCBOCHUS
o0Opa3oBaTelbHON
MPOTPAMMBI
PazpaboTunku:
I'BIIOY P TK
M P.H AmypanreBa mpenojaBareib JUCHUILINH npodeccuoHanbpHoro mukia  X.b.Maromenanuesa
(MecTo paboThI) (3aHMMaeMasi JI0JKHOCTb) (MHUIHAbL, GaMuHs)
I'BIIOY P TK
M P.H Amypannesa npenojaBaTenab IUCHHUILIMH NpodeccrnoHaabpHoro nukia  3.M barayrauHosa
(mecTo paboThI) (3aHMMaeMast JOJDKHOCTB) (vHMIMANEL, paMuITHs)
DKCHepThl:
(mMecTo paboThl) (3aHUMaeMasi TOJDKHOCTh) (vHHLMATEL, pamMuIHs)
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PEHEH3USA
Ha pado4ylo MporpaMmy
yueOHoit nucunmiinHbl « IIM.03 Ob6ecnieuenne nHGOPMAIINOHHON 0€30MACHOCTH TeJIeKOMMYHHKAIIMOHHBIX
cucTeM U HHGOPMALMOHHO-KOMMYHUKALMOHHBIX ceTel CBA3U.)

Ha penensmro mpencraBieHa pabouas mporpamma mpodeccuoHansHoro moxyns «IIM.03 Ob6ecneuenne
WHPOPMALTMOHHON OE30MaCHOCTH TENEKOMMYHUKAIIMOHHBIX CUCTEM M MH(POPMALHMOHHO-KOMMYHUKAIIMOHHBIX CETEH
CBSI3U.», pPa3pabOTIMKOM KOTOpoil sBisercs mpenomaBarens [BIIOY «Texamdeckmii komnemk wMenn P.H
AmrypanueBa» MaromenanneBa Xansbka-XanyMm boprucosHa u barayranaoBa 3apema MaromenzanupoBHa.

Pabouas mporpamma npodeccuonansHoro Moaynst «I[IM.03 Obecneuenne HHPOPMAMOHHON 0€30MaCHOCTH
TEJIEKOMMYHHKALMOHHBIX CUCTEM M WHPOPMAOHHO-KOMMYHHUKAIIMOHHBIX CETEH CBSA3W.» pa3pabdoTaHa Ha OCHOBE
tpedoBannii ®I'OC CIIO mo cmemmansHoctn 11.02.15 MHpOKOMMYHUKAIIMOHHBIE CETH W CHCTEMBI CBSI3H, B
COOTBETCTBHHU C pabouuM yueOHBIM IUTaHOM 00pa3zoBaTenbHOM opranm3anuu Ha 2021/2022 y4eOHbIH Toa, ¢ y4eToM
Metoandecknux peKOMEHJarH 1Mo pa3paboTke paboueil mporpaMMbl MPoGeCCHOHANBHOTO MOAYISI  MIPH Peann3aluu
OCHOBHOH TIpo(hecCHOHATBHON 00pa30BaTeILHON MPOrpaMMBI CpeIHETO Mpodeccruonansaoro oopazoanus (IITIKPC
N TIIICC3) paszpaboranHerx OtaenoMm mpodeccrHoHamsHOTO 00pa3zoBaHMs MHHHCTEpCTBA OOpa3OBaHHS W HAYKH
Pecnybnuku [arecran.

[MpodheccuonanbHbIit MOJTYJIb IIM.03 Ob6ecnieucHue MH(POPMAITUOHHOM 0e30ImacHOCTH
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM W MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CETeH CBS3W.  SBISETCS 00sS3aTeTbHOM
yacThio MoaysHOTO 1ukia [ITICC3.

Pabouas mporpamMMbl mpohecCHOHAIBHOTO MOAYJSL BKJIIOYACT: TUTYJIBHBIH JIUCT, coAep:kaHue, pasaen |
«IlacriopT paboueil mporpaMMbl y4eOHOW AWCHHIUIMHEDY, paszfgen 2 «CTpyKTypa W TpPHMEpPHOE COAepKaHHe
Mpo(heCCHOHATBHOTO MOAYIIS», pa3ien 3 «Y CIIOBHUS pealn3alui Mpo(ecCHOHATHHOTO MOAYIs», pasnen 4 «KoHTponb
W OLIEHKA pe3yJbTaTOB OCBOCHUS NpO(ecCHOHATHHOTO MOAYIs», Bce paszmensl mporpaMMbl MPEACTaBICHBI U
BEITIOJTHEHBI B COOTBETCTBUH C PEKOMEHIOBAaHHOH (HOPMOiA.

B macnopTe mporpamMmbl yKa3pIBaIOTCS 00J1aCTh IPUMEHEHHSI TPOTPaMMBI, MECTO PO ECCHOHAITEHOTO MOTY IS
B CTPYKTYype MPOTrpaMMbl IOJATOTOBKH CIEIMATHCTOB CPEIHETO 3BeHa, Llenn u 3agaun npoecCHOHAILHOTO MOyt —
TpeOOBaHUS K pe3yibTaTaM OCBOCHHS MPO(QECCHOHATBHOTO MOIYJISI, KOJIWYECTBO YaCOB HAa OCBOCHHE MPOTPaAMMEI
po(hecCHOHaTHHOTO MOTYJIS.

B TemaTnueckoM TiaHe mporpaMMbl MPO(ECCHOHATHLHOTO MOIYJIS. COAEPIKUTCS MOYacOBOE paclpeleieHue
BUJIOB Y4€OHOH pabOTHl CTYJCHTOB, 00ECIICUNBACTCS JIOTHUECKAs IOCIEA0BATEILHOCTD M YeTKOCTh B HAMMEHOBAHUH
pasmenoB u Tem. ComepkaHHE TEOPETHUYECKOTO MaTepHalia, MPAKTHUYECKHUX 3aHATHH W CaMOCTOATENBHON padOTHI
CTYIEHTOB COOTBETCTBYET IIeIISIM H 33J]a4aM OCBOEHH TPO(HECCHOHATBHOTO MOAYJISI, YDOBHH OCBOCHHS 0003HAYAIOTCS
JUIAKTHYECKU 11e7IeCO00pa3Ho.

[lepeuncnennoe obopymoBaHue JabOpaTOPUH U PabOYMX MECT J1abOpaTOpWHU, B TOM YHCIE TEPCOHATHHBIE
KOMITBIOTEPEI ¢ HEOOXOAMMBIM KOMIUIEKTOM JIMIEH3MOHHOTO TPOTPAMMHOTO OOECIICUeHHsI, TEXHUIECKHE CPE/ICTBA
oOy4eHHus, TIeYaTHbIE W OJIIEKTPOHHBIC W3/IaHUS OCHOBHOM W JIOTIOJHHUTENLHOW JUTEPaTyphl, 00ECIeYrBaroOT
MaTepHaIbHO-TEXHUUECKUE U MH(DOPMAIIMOHHBIE YCIOBHSI Pea3alii MPOrpaMMbl POpeCCHOHATEHOTO MOIYJIS.

B kauectBe pekoMeHmanuii cocTaBUTENO padoueil mporpaMmbl MpodecCHoHaTHHOTO MOAYIS TpeuiaraeTcs
€XKEroIH0 KOPPEKTUPOBATh COJEPIKaHHE TEOPETHUECKHX M MPAKTHUECKUX 3aHITHH ¢ Y4€TOM HOBBIX TEHJICHIMH B
oOyacTi THPOPMAITMOHHBIX TEXHOJIOTHH, OOHOBJISTh IepeueHb HHPOPMAITHOHHBIX UCTOUHHKOB.

[IpencraBienHas Ha peLeH3Hi0 pabouas nporpamma mpodeccuoHanbHeid Moaynbs  [IM.03 Obecneuenne
WH(GOPMAITMOHHON 0€30MTaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTEM M MH()OPMAIMOHHO-KOMMYHHUKAIMOHHBIX CeTel
CBSI3U. PEKOMEHAYeTCs K NPaKTHUYECKOMY INPUMEHEHHI0O B 00pa3oBaTelbHOM Ipoliecce B MpodeccHoHaTbHBIX
00pa3oBaTebHbIX OpraHH3alUsgX, PEATU3YIONUX MNPOrpaMMy MOJTrOTOBKM CIICIUAMCTOB CPEIHEro 3BEHa TI0
cnermanbHOCTH 11.02.15 MH)OKOMMYHUKAIIMOHHBIE CETU M CUCTEMBI CBSI3H..

Penienzent M.A AbnaynaeB renepanbibiii tupektop OO0 «Kacrmii-Tenexom»
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